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Introduction

Designed as an operational tool - support for (self) training activities, the book ,,Computer
networks. Practical activities” aims to address a wide spectrum of problems and theoretical
approaches, accompanied by real examples and practical applications based on the theoretical
part.

The book is addressed primarily to students following study programs at the Faculty of
Automation and Computer Science, who are in their first contact with computer networks. At
the same time, the issues addressed in the book, the theoretical content and practical exercises
can serve as an invitation to all those interested in the study of computer networks used mainly
in modern systems (teachers, researchers, students from other study fields, graduates, engineers
of different specializations, etc.). The study material offers support to both students in
individual and group study, orienting them towards efficient self-organization of their own
activity, as well as to teachers in the optimization of the design-organization-evaluation
processes, in order to ensure the quality of university training.

The primary objective of the book is to provide specific information and prepare the reader for
understanding, designing, and troubleshooting computer networks. This book uses, in an
operational way, the contents of the "Computer networks" course, focusing mainly on creating
learning opportunities, by providing various teaching tasks, exercises, analysis, reflections,
questions and comments.

The topics are designed in an active and interactive way and include essential theoretical
elements, approaches to conceptual clarifications and classifications, completed by
applications and tasks. The structure of the book is gradual in complexity. The practical tasks
are not so much an end in themselves, but occasions, means of orientation towards the exercise
of the abilities, the capacities that the students will use later, as an indicator of their
professionalization in engineering.

The first part presents the main cabled transmission media used in modern computer networks
and the necessary tools and techniques used to analyzed and evaluated the correct functioning
of computer networks. The network layer and its protocols, together with static routing
strategies, are covered in the second part of the book. Network programming aspects are
introduced in the third part, mainly software for socket applications and debugging network
applications. The fourth part of the book presents aspects related to the organization of local
and virtual networks. The final section of the book focuses on understanding and analyzing
common security threats that occur in computer networks.
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We hope that this book will help in developing the specific way of thinking in the field of
engineering, will expand the spirit of teamwork between students and will streamline
communication, contributing to increasing the quality of university education.

The authors,
Cluj-Napoca, 2023
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CHAPTER 1: INTRODUCTION TO WIRESHARK AND PACKET
TRACER

1. Objectives

The objectives of this chapter encompass three aspects:

° A brief continuation of the theoretical introduction to communication/networks and
network stacks

° Introduction to Wireshark

° Introduction to Cisco Packet Tracer

2. Theoretical considerations

Please read the following before continuing. The notions presented in the practical activities
are intended for use in strictly ethical and legal ways. Any other use of data derived from the
information presented henceforth may be subject to the furthest prosecution of the law and in
continuing these practical activities and using the information presented the students
acknowledge that the Technical University of Cluj-Napoca and the staff involved are in no way
liable concerning any illegal action undertaken by the entities with access to the materials
presented in this book. Please use all the knowledge you are about to acquire in ethical and
legal ways.

2.1 Communication/Networking

In order to successfully communicate, devices need rules. Generally speaking, devices fall into
one of two categories: endpoint devices and network devices. Endpoint devices represent the
communicating entities, whilst network devices represent the necessary infrastructure devices
which are required for communication (e.g. houses and postal services; physical locations and
roads, signs & regulations).

2.2 Network Stacks

Network stacks are an essential concept to networking. Please consider the important terms and
differences between them. A stack model represents a separation of functions (which is subject
to IEEE regulations and directives) when handling networking. An actual stack represents the
exact combination of protocols implemented at each layer and their specific configuration (e.g.
a decent analogy: a breakfast might be milk and cereal as a stack model, but as a stack it might
be organic 3.5% fat milk and buckwheat cereal). The contents of this practical activity will
mainly work with the TCP/IP stack model (Figure 1.1), due to the fact that the Internet was
designed with the TCP/IP model in mind, before the more refined OSI model was adopted.
Note: there are many efforts to migrate the Internet towards the OSI model and many more
different networks which use the OSI model (e.g. industrial networks or 10T networks).



Computer Networks. Practical activities

Important note: Messages are referred to as follows:

° PHY — bits/symbols

° DLL — frames

° Internet — packets

The practical activity contents only investigate wired media, although some wireless aspects
will be briefly presented in the future.

ISO/OSI model ' TCP/IP model
Application :
_ i Application
Presentation |
Session . | Transport
Transport i
i Internet
Network | Copper
Data Link i |Network Accessk—>|  Optical Fiber
PhySical E Electromagnetic
: Radiation (Wireless)

Figure 1.1 Network stack models

3. Practical activity
3.1 Install and verify Wireshark functionality

Wireshark is a packet analyzer (sometimes called a “sniffer”). In order to capture network
traffic, Wireshark needs a specific interface on which to capture traffic. Please note that, even
though the exercises in this section consist of investigating local traffic, Wireshark can be used
to identify traffic which is neither generated locally, nor destined to the local host, depending
on the interface used or logs captured through other tools. If you are working on your own
workstation, navigate to www.wireshark.org and install Wireshark.

You will investigate Wireshark captured packets, especially correlating data with the
corresponding TCP/IP stack layer. You don’t need to understand this data now, but it is
necessary that you understand that a packet contains data which is always correlated to one of
the stack layers — learning to identify the layers will be extremely useful in your future career
as an engineer (and necessary for this course/practical activities).

In order to launch your first Wireshark capture, open Wireshark and select the interface in use.
This is probably your LAN connection or, as seen in Figure 1.2, the Wireless Network
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connection (note: Wireshark can also sniff Bluetooth and USB interfaces, among others, which
are all beyond the scope of this course/practical activity).

The Wireshark N

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN Z®|) ® @& L= S Eaaar

R ‘App\‘,- a display filter ... <Ctrl-/

Welcome to Wireshark

Capture

...using this filter: \ |Enter’ a capture filter ...

Bluetooth Network Connection ____
Wireless Network Connection 2 _
VirtualBox Host-Only Network __
Wireless Network Connection LA
Local Area Connection J—
Wireless Network Connection 3 ____

Figure 1.2 Wireshark interfaces

You can either double click the desired interface or navigate to Capture -> Options -> Start, as
seen in Figure 1.3.

[ ] ® | R & o = — =
(WTApply a display fiter ... <cri-
Input | Output | Options
- P——— Interface Traffic Link-layer Header Promis Snaplen Buffer (W Monitor Mode
/elcome to Wiresharl
> Bluetooth Network Connection __ Ethernet default 2 —
Capture > Wireless Network Connection2 _ Ethernet default 2 —
..using this fiter: | ‘Emr 5 capture fiter . b VlrtualBux Host-Only Network _J Ethernet default 2 —
> Wireless Network Connection _}./L Ethernet default 2 = |
Bluetooth Network Connection ___ > Local Area Connection . Ethernet default 2 —
Wireless Network Connection 2 ___ > Wireless Network Connection 3 _ Ethernet default 2 —
VirtualBox Host-Only Network __]\
Wireless Network Connection ./ |
Local Area Connection J—
Wireless Network Connection 3 __
<« 1 ] »
Enable promiscuous mode on all interfaces
Capture filter for selected interfaces: [[1 [Enter a capture fller Bl [ compile apFs |
sot || cose |[ hep ]
|
_

Figure 1.3 Select Wireshark interfaces

You should start seeing captured packets (Figure 1.4). Once you feel that you have captured
enough packets go ahead and stop the capture from the indicated selection (or don’t, but your
local memory won’t be happy).
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Ml “Wireless Network Connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4n ]

ARE A«==5 255

no. Time source

Destination Protcol  Length  Info
1 0.000000 192.168.160.5 42.250.185.100 TLSv1.2 93 Application Data
2 0.008344 192.168.100.5 142.250.185.108 TLSw1.2 78 Application Data
| 3 6.000381 192.168.160.5 142.256.185.100 TP 54 54238 + 443 [FIN, ACK] Seq=64 Ack=1 Win=16591 Len=0
| 4 6.825876 142.250.185.100 192.168.108.5 TCP 54 443 » 54230 [ACK] Seq=1 Ack=64 Win=289 Len=@
| 50.826340 142.250.185.100 192.168.109.5 TP 54443 + 54230 [FIN, ACK] Seq=1 Ack=64 Win=289 Len=0
6 6.626340 142.250.185. 100 192.168.109.5 TP 60 443 » 54230 [ACK] Seq=2 Ack=65 Win=289 Len=0
7 8.312805 192.168.100.5 162.247.243.147 SsL 55 Continuation Data
6.318794 192.168.109.5 162.247.243.147 ssL 55 Continuation Data
9 §.344090 162.247.243.147 192.168.198.5 TP 66 443 » 59248 [ACK] Seg=1 Ack=2 Win=65535 Len=@ SLE=1 SRE=2
10 0. 344675 162.247.243.147 192.168.100.5 TCP 66 443 + 59249 [ACK] Seq=1 Ack=2 Win=65535 Len=0 SLE=1 SRE=2
13 1.571001 fe8d: :bdcf:bicd:adcd:eedd FF02::c SSDP 208 M-SEARCH * HTTP/1.1
14 3.960602 50:14:79:70:8d: Broadcast ARP 42 Who has 192.168.100.17 Tell 192.168.100.37
15 4.571648 fe80: :bdcf:blc9:adcd:eedd FFO2::c SSDP 208 M-SEARCH * HTTP/1.1
16 4.976978 IntelCor_14:1b:5d HuaweiTe_e5:99:36 ARP 42 Who has 192.168.10@.17 Tell 192.168.100.5
17 4.978103 HuaweiTe_e5:99:36 IntelCor_14:1b:5d ARP 42192.168.100.1 is at 04:fe:8d:e5:99:36
18 7.571143 feB0::bdcf:b3c9:adc9:eed9 FFO2::c SsSopP 288 M-SEARCH * HTTP/1.1

Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

Ethernet II, Src: HuaweiTe_e5:99:36 (@4:fe:8d:e5:99:36), Dst: IntelCor_14:1b:5d (7c:5c:f8:14:1b:5d)
Internet Protocol Version 4, Src: 142.250.185.108, Dst: 192.168.100.5

Trensmission Control Protocol, Src Port: 443, Dst Port: 54230, Seq: 1, Ack: 64, Len: 8

7c 5c f8 14 1b 5d @4 fe Bd e5 99 36 68 @8 45 00 [ P 6..E
82 28 36 3c 00 @ 7a @6 9d 87 8e fa b9 64 c@ a8 (T d
64 05 @1 bb d3 d6 cB 1d 3e 9f 46 63 56 96 50 10  d....... >.FeV.P.
@1 21 c8 Se 00 90 Jdrll
¥ vireshark C27648FB-DI4C-4F45-9681-F2DDCI7BFEDS 0220206161745 027092 Packets: 18 * Displeyed: 16 (100.0%) Profile; Defautt
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Figure 1.4 Wireshark packet analysis

You will probably see a great deal of packets, feel free to explore them, but focus on the second
view (Figure 1.5), which associates data to each TCP/IP stack layer. It is extremely important
to be able to associate the data in this view with each individual layer. The first four layers of
the network stack are presented in this view as follow, from top to bottom: Physical, DLL,
Internet, Transport. Notice that each layer presents the specific running protocol.

> Frame 5: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface ©

> Ethernet II, Src: IntelCor_ 14:1b:5d (7c:5c:f8:14:1b:5d), Dst: HuaweiTe e5:99:36 (04:fe:8d:e5:99:36)
> Internet Protocol Version 4, Src: 192.168.100.5, Dst: 40.101.55.130

> Transmission Control Protocol, Src Port: 57631, Dst Port: 443, Seq: 1, Ack: 86, Len: @

Figure 1.5 Individual packet contents

You can view the detailed contents of each packet by clicking the drop-down arrow next to
each stack layer, as seen in Figure 1.6.

4 Transmission Control Protocol, Src Port: 60853, Dst Port: 8@, Seq: 1, Ack: 1, Len: 653
Source Port: 60853
Destination Port: 8@
[Stream index: 4]
[TCP Segment Len: 653]
Sequence number: 1 (relative sequence number)

Figure 1.6 Detailed packet contents

You can go ahead and capture as many packets as you like. “Start capturing packets” quick
access button is located besides the “Stop capturing packets” button. You can use this button
to start capturing packets without changing the interface. Whenever you quit Wireshark or start
a new capture after running a previous one, Wireshark will ask you if you want to save the

7
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captured data somewhere. Saving data for future analysis is useful in forensically investigating
network activities (including attacks) but, for all intents and purposes of this practical activity,
you don’t need to save this data anywhere (unless you see something interesting and want to
check it out later).

Following are two challenge activities.

° Challenge activity 1: try pinging some IP addresses, using the “ping ip address”
command from the console (cmd) of your workstation. Ping is a network connectivity testing
tool. The networking equivalent to “Hello World” is pinging yourself (“ping 127.0.01” or “ping
localhost™). Pinging yourself is used to test network interface functionality (e.g. if you don’t
have any network hardware installed on your workstation, or if it’s malfunctioned, the pings
will fail). Can you see the ping command on a Wireshark capture? Is it atomic or composed of
multiple messages?

° Challenge activity 2: with Wireshark capturing packets on the local interface, attempt
a login connection to an HTTP website, then to an HTTPS website (they don’t need to be
successful). Nowadays most websites offer HTTPS services and not HTTP, but you can still
find some HTTP websites by searching the internet on a search engine of your choice. Can
you see the username/password in the contents of the packet on a HTTP login attempt? What
about the HTTPS login? (hint: can you even see HTTPS packets?). Can you explain your
findings? Which TCP/IP stack layer is responsible with handling HTTP and HTTPS? (tip: try
to figure it out by yourself but search when necessary). To make this challenge easier,
Wireshark provides a packet filtering mechanism which you can use either during the capture
or afterwards. This will be further investigated in more detail in the next practical activities.
For now, in order to filter packets either type the string filter or select more options from the
indicated button (Figure 1.7) and select the “Apply this filter string to the display” button
(Figure 1.8). Click the adjacent “X” in order to reset de filter.

4 © LEREG Q &= &3
i

Mo. \'ime Source
g9 aA._9123M 1921681068 _5

Figure 1.7 Wireshark filter

| X4 '] Expression...

Figure 1.8 Apply filter button
3.2 Install and verify Cisco Packet Tracer

Cisco Packet Tracer (PT) is a network simulation tool provided by Cisco Systems. It is
extremely useful in designing networks without/before access to physical equipment.

8
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Please download and open the provided Intro.pkt file. You should log into PT with your Cisco
Netacad/Skillsforall account. If you don’t already have one from downloading PT, please
create one. The file contains a previously configured network. During the course of the
semester, you will learn skills that will allow you to configure and debug a similar network.
Note: PT provides simulation functionalities for both wired and wireless networks; during the
course of this practical activity you will focus on wired networks.

Go ahead and take a look at PT basics. The two main categories of devices you will use are
network devices (which provide network infrastructure) and endpoint devices (which,
generally, are computers, servers, etc.). Try and add a PC to the network (Figure 1.9) either by
clicking on the PC, then on the canvas or by dragging and dropping the PC. You can erase a
device from the canvas by selecting Delete, then clicking on the device, or by dragging a
selection of one or more devices and clicking delete.

tne 030240 ()
4 & — = ) (7
J‘%'P e % —;-Ef ; @ 2 -

Fosas o

Figure 1.9 Packet Tracer section for adding network components

Connect it to the switch, using an automatic connection (Figure 1.10).

Figure 1.10 Cable button to connect PC to switch

Select the automatic connection option, the click on the PC and finally on the switch. Don’t
worry too much about understanding what is going on at this point, you will go into more detail
in future activities.

In order to test connectivity, you can access any PC by clicking it; select Desktop -> Command
prompt and ping an IP address on the network. You can view these IP addresses by hovering
your cursor above any device. You should see something similar to the previous activity
(Figure 1.11). Try pinging from your newly added PC. Do the pings work? Can you figure out
why? (Hint: try comparing the configurations of your PC with the previously existing PCs).
This will be further analyzed in the following practical activities.

9
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¥ pco =[S -

FPhysical  Config DesktoE Programming  Attributes

Command Frompt

. I
Server-PT
Serverl

4
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Top

Figure 1.11 Ping in Packet Tracer

PT can run in Realtime or Simulated mode (Figure 1.12). Try switching to simulated mode.
Run a ping command and press the play button. You can change the simulation speed from the
slide bar. You should be able to see packets moving through the network. The exact rules and
nature of the message exchanging process will be presented in future activities.

Lép!bpn
< M »
~ i f ReselSimu\atiDn‘ | Constant Delay (r?oﬁsgprz?;g)
-ﬂw Play Cantrols
Laptop-PT ||_| |T| ‘_||
Laptopl — T —

Event List Fi
AC

-Visible Events

er, ARP. BGP. Bluetooth, CAPWAP, CDP. OHCP,
HCPvE, DNS, DTP, EAPOL. EIGRP, EIGRPVE, FTF, H.
323, HSRP. HSRPvE, HT TR, HTTPS, ICHP. ICMPw,
IPSec, ISAKMP. [oT. [oT TCP. LACP, LLDP, NDP,
NETFLOWY, NTP, OSPF, OSFFvh, PAgF. FOF3, FRF,
PPPoED, PTP. RADIUS, REP. RIP. RIPng, RTP. SCCP.
SMTP, SHP, S5H, STP. 3vSLOG, TACACE, TCP,
TFTP, Telnet UDP. USE, ¥TP

il Edit Filters || showalNone |

t) ['__ORealtime:_‘J[:ﬂSimulation:]

tion  Type Color Time(sec) Periodic MNum Edit Delete

Figure 1.12 Real-time and simulation mode selection in Packet Tracer

PT has many functionalities which you are welcome to explore. The more detailed
functionalities will be presented as you move on to future activities.

10



Computer Networks. Practical activities

3.3 Questions

° What is a network stack model? What is a network stack?
° What is Wireshark and what is it used for?
° What is Cisco Packet Tracer and what is it used for?

11
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CHAPTER 2: COPPER BASED TRANSMISSION MEDIA AND UTP
CABLING

1. Objectives

The objective of this work is knowledge and understanding of copper-based transmission
media, the main associated parameters, as well as the wiring and testing of UTP cabling.

2. Theoretical considerations

ISO Open Systems Interconnection (OSI) reference model (Figure 2.1) incorporates 7 layers
(Physical, Data Link, Network, Transport, Session, Presentation and Application). The first
layer defines the physical/hardware concepts of a communication network; the first three layers
use physical/hardware components. The remaining four layers define the logical concepts of a
communication network. The current practical work focuses on the Physical layer of the
ISO/OSI stack (or the Network Access layer of the TCP/IP stack), mainly cooper-based
transmission media.

Protocol Data Unit

ISO/OSI model TCP/IP model (PDU)
Application
Application Data
Presentation
Session Transport Segment
Transport
Internet Packet
Network
Data Link s Network Access Frame
mmp| Physical

Figure 2.1 Network stack models and PDU naming in each level. The arrows indicate the addressed
layers in the current activity

In Europe, the ISO/IEC-11801 standards family defines general and specific cabling design
documents. It comprises the ISO/IEC 11801-1:2017 Information technology — Generic
cabling for customer premises — Part 1: General requirements and includes ISO/IEC 11801-
2, ISO/IEC 11801-3, ISO/IEC 11801-4, ISO/IEC 11801-5, ISO/IEC 11801-6. The ISO/IEC
11801-1 specifies the requirements for coaxial, twisted-pair copper and optical fiber. In the
USA and Canada, ANSI/TIA-568-C standard is used instead of ISO/IEC 11801.

12
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2.1 Coaxial and twisted cables

In data transmission, transmission media represents the physical path between the transmitter
and the receiver; it must guarantee superior performances expressed as parameters like
communication speed, transmission error rate, cost, amplification requirements.

Data transmission characteristics and quality are determined both by the transmission support
media and propagated signal’s characteristics. [EC 61935-1 standard is used for “reference
measurement procedures for cabling parameters and the requirements for field tester accuracy
to measure cabling parameters”.

In data transmission systems design some determinant elements for system performance are:

° bandwidth — represents the transferred data volume on a communication channel so that
if the other factors remain constant, the larger the bandwidth the better signal transmission rate
will be obtained;

° interference — is generated by signals superposition in the same frequency band, fact
that can generate signal distortion. Correct shielding of the transmission media can determine
the minimization of this type of effect;

° number of receivers — assumes point to point or shared links construction.

The main electric parameters of the copper-based transmission media are:

° impedance — for data transmission is important not only the impedance value at a given
frequency but also its variation function of frequency;

° propagation speed - represents a percent from the light speed;

° attenuation (insertion loss) — the channel behavior at frequencies depends on this
parameter. This value increases in proportion with the cable length;

° crosstalk — is the measure of the influence produced by a cable to another cable placed
in its vicinity.

Coaxial cable is a versatile transmission media, used in a large application variety, from long
distance telephonic transmission, local area networks, to TV distribution for various devices
connection. This is a media that allows the operation on a large frequency spectrum.

The cable contains a copper core insulated from the second exterior conductor, made as a shield
from a thin wire braid (Figure 2.2).

PVC jacket Exterior c.onduct'or
\' (copper wire braid)

Inner core
(copper)

Dielectric

Figure 2.2 Coaxial cable structure

13
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The main characteristics of the coaxial cable are:

° allows digital and analog signal transmission;
° because of concentric construction type, is resistant to magnetic interference.

Modern Internet topologies use optical fiber to transport data from an ISP (Internet Service
Provider) to local communities and, from there, they use coaxial cable (available from CATV)
to connect the subscribers. At the subscribers’ end a cable modem acts as a bridge between the
coaxial network and the customer LAN. For achieving high-bandwidth data transfers standard
specifications, such as Data Over Cable Service Interface Specification (DOCIS), are used for
hybrid fiber coaxial (HFC) networks (for example, DOCSIS 3.1 specifies a downstream data
speed of 10 Gbps and upstream speeds of up to 1 Gbps). Modern distribution systems are now
also using Ethernet Passive Optical Networks (EPON) Protocol over coaxial media (EPoC)
(IEEE Std 802.3bn) with a physical layer specification for up to 10 Gb/s downstream and up
to 1.6 Gb/s upstream point-to-multipoint link. Other applications, such as 10Gb Ethernet up to
100 Gb Ethernet for full-duplex point-to-point links between network devices, use a special
coaxial cable with two inner connectors called Twinaxial cabling or Twinax.

For LANS this cable type has been replaced with other high-bandwidth technologies because
its performances were reached and exceeded for short distances by twisted cable and for long
distances by optical fiber.

The main constraints related to performances refer to its attenuation, inter-modular noises and
heating.

Coaxial cable used in local area networks had 50 Ohms impedance and were of 2 types:

° thin coaxial cable (RG58 in 10BASE2 type IEEE 802.3 networks) is the most wide-
spread and used for interior installations because of a good price/performance ratio;

° thick coaxial cable (RG213 in 10BASEDS type IEEE 802.3 networks) is used for exterior
installations because of a higher mechanical resistance and a better length limit.

Computers connection to coaxial cable was done using two methods: using T junctions or
special connectors called vampire tap connector placed into a device called transceiver, which
allow their thrust in cable without its cutting necessity. The connector penetrates the insulator
layer making the contact directly with the conductor layer. The connection between transceiver
and network interface card is done with a transceiver cable that is connected to AUI port
(Attachment Unit Interface). For long distances analog transmission, signal amplifiers are
required, and for digital signals, repeaters are required, the standards specifying exactly their
placement distance. In thin coaxial cable case, the maximum distance was 185m and in thick
coaxial cable case, the maximum distance was 500m. For Twinax, SFP+ (SFP = small form-
factor pluggable) network interface module can be used.

Twisted cable (twisted pair - TP) or cable with twisted pairs of copper wires, having a common
outer jacket (with or without shielding), represents the usual cable type used in local area
networks and telephone system. The purpose of wire twisting is the reduction of magnetic
distortion, of interferences between adjacent pairs of cable. This cable acts like a single
communication link. For cables with several twisted wire pairs, twisting steps must be different
for each pair so that the crosstalk between pairs to be minimum. Because of the progress
realized in TP cable manufacturing technology, these can be used in a very large frequency

14
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range allowing Gbps data transmissions, and in Gigabit networks offering for short distances
performances comparable with optical fiber. TP cable represents the transmission media for
analog and digital signals usually used in telephone system and local area networks.

TP cables used in computer networks have four pairs of twisted wire, allow a maximum
distance of 100m and are being used in 10, 100, 1000Mbps and 1, 2.5, 5 or 10Gbps networks.
The standard cable impedance is 100 Q. Furthermore, 25 and 40 Gbps networks allow a
maximum distance of 30 m using Class | and Il cables (cat. 8.1 and 8.2).Different diameter for
the copper cables exist and are measured using AWG standard (American Wire Gauge): from
22 AWG to 26 AWG and, for short distance also 28 AWG.

Twisted cables categories used in data transmissions are differentiated function of supported
utilizations. Table 2.1 presents balanced (symmetrical) Twisted-Pair class specifications.

Table 2.1 Balanced Twisted-Pair Class Specifications

Class Bandwidth Category

Class A up to 100 kHz Categoryl
Class B up to 1 MHz Category?2
Class C up to 16 MHz Category3
Class D up to 100 MHz Category5e
Class E up to 250 MHz Category6
Class EA up to 500 MHz Category6a
Class F up to 600 MHz Category7
Class FA up to 1000 MHz Category7a
Class I and Class Il | up to 2000 MHz Category8.1, 8.2

All these classifications do not refer only to cables but also the entire associated connecting
system: connectors, outlets, patch panels etc. Twisted cable allows point to point connection
implementations, realizing different star or extended star network topologies.

The cable naming convention (Table 2.2) from ISO/IEC 11801 presents the different types of
cable construction, based on their screening: XX / XXX. Examples of cable naming are:
U/UTP, U/FTP, FIUTP, SIUTP, SF/UTP, F/IFTP, SIFTP, SF/FTP etc.

Table 2.2 Cable naming

XX

X

XX

overall screen

element screen

balanced element

U= F = foil S= SF =braid U= F=foil | TP
unscreened | screened braid and foil unscreened | screened
screen screen
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In Figure 2.3, F/UTP and U/FTP cables are presented.

PVC jacket

|

Plastic divider PVC jacket

Foil wrapping Foil wrapping

F / UTP example U / FTP example

Figure 2.3 F/UTP and U/FTP

2.2 UTP cabling

At Ethernet and Fast Ethernet networks UTP cabling 1-2 wire pair is used for transmission and
3-6 pair for reception. This wire type arrangement is called MDI (Media Dependent Interface)
or normal arrangement. Usually, the wires are connected according to the same rule in the
connectors at the two ends of the cable, case in which the cable (patch cord) is called straight-
through. The straight-through cable was designed to be used when connecting two devices of
different type (ex. computer — modem, router — switch etc.)

In some special cases the reception must be reversed with transmission in order to enable
communication, case in which the cable (patch cord) is called crossover. As specified by IEEE
802.3 the crossover function connects the transmitters of one end to the receivers the other end
of the link segment. The crossover cable was designed to be used when connecting two devices
of the same type (ex. computer — computer, router — router etc.). In modern interfaces, the
Automatic MDI/MDI-X function automatically detects the needed cable connection type and
configures the correct connection, thus straight-through cable can be used throughout the
network.

Table 2.3 EIA/TIA-T568-A

Pin#Pair# Function \Wire color Used with Used with
10/100BASE-T [1000 BASE-TX
1 B3 Bl DA+ (Transmission+)|White/Green Yes Yes
2 B Bl_DA- (Transmission-) |Green Yes Yes
3 R Bl_DB+ (Reception+)  White/Orange  |Yes Yes
4 [ Bl DC+ Blue No Yes
5 1 Bl DC- \White/Blue No Yes
6 P2 Bl_DB- (Reception-) Orange Yes Yes
7 4 Bl DD+ \White/Brown No Yes
8 4 Bl_DD- Brown No Yes

At Gigabit Ethernet networks UTP cabling all four wire pairs are used both for transmission
and reception. UTP cables contain four twisted wire pairs each pair being identified through a
color: blue, orange, green and brown. Each pair contains a colored wire and a white combined
with the respective color wire. The connectors used for this cable are RJ-45 type male
connectors containing 8 pins corresponding to the 8 wires. Viewed from the front, the pins are
numbered from 1 at right to 8 at left. The wire connection mode to the pins determines the
cable type. There are two standards for wire connection to RJ-45 connector: EIA/TIA-T568-A
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and EIA/TIA-T568-B. These connections are presented in Table 2.3 - 2.5 (Bl_DX means Bi-
directional pair X).

Table 2.4 EIA/TIA-T568-B

Pin# |Pair# Function Wire color Used with Used with
10/100BASE-T [1000 BASE-TX
1 2 Bl_DA+ (Transmission+)White/Orange  |Yes Yes
2 P2 Bl_DA- (Transmission-) |Orange Yes Yes
3 B Bl DB+ (Reception+)  |White/Green Yes Yes
4 L Bl DC+ Blue No Yes
5 [ Bl DC- \White/Blue No Yes
6 3 Bl _DB- (Reception-) Green Yes Yes
7 4 Bl DD+ \White/Brown No Yes
8 4 Bl DD- Brown No Yes

Thus, to obtain a straight-through cable both ends of the cable must be connected according to
the same standard (A-A or B-B) and in order to obtain a crossover cable each end of the cable
must be connected according to a different standard (A-B or B-A).

Table 2.5 a. Color coding example b. RJ-45 connectors

EIA/TIA-T568-A EIA/TIA-T568-B
1

o N o o1 A WO DN B
o N o o b WODN

At UTP cabling are used both passive and active devices. Passive devices are not supplied from
a voltage source while active devices require power supply. The most important passive
devices are: RJ-45 connector (8P8C connector), outlet and patch panel. At layer 1, the most
important active device is the transceiver. An RJ-45 connector is a device with eight pins in
which a TP cable is connected. It enters in outlets and patch-panels structure. In outlets are
connected the computers using patch cords. The outlets are connected to the patch panel which
is located in the distribution closet. Using a patch cord, the patch panel is connected to the
switch which is also located in the distribution closet. The switch is a multiport bridge. The
transceiver is a bidirectional device which receives the signals from one type of interface,
converts them in specific signals for another type of interface and transmits them to an interface
of that type.

Based on IEC 61935-1 standard, tests are performed to measure the cabling parameters:
insertion loss, propagation delay and delay skew, near-end crosstalk (NEXT) and power sum
17
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NEXT, far-end crosstalk (FEXT) and power sum FEXT, different attenuation and crosstalk
types.

For cabling a TP cable and a TP outlet, several tools should be used, as shown in Table 2.6:
cable stripping/cutting tool (a.), cable crimping tool (b.), punch down tool (c.) and cable testers
(d.,e).

Table 2.6 Cabling and testing tools

On the market, both flat or round twisted pair cables can be found (Figure 2.4). They serve the
same purpose, but they can be used in different scenarios. Round cables are the most often used
cables in networking, however flat cables could be useful to run under a carpet, along a wall or
a corner.

Figure 2.4 Flat cat.6 cable (left) and round cat.6 cable (right)

3. Practical activity
3.1 UTP cable connection and testing

° Identify the wired NIC (network interface card) on your lab computer.
° Identify the cables used in the laboratory (PC — outlet). What standard was used for
cabling them?
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° Using the EIA/TIA-T568-A or B standard, straight-through cables will be made and
tested.

° Using the EIA/TIA-T568-A and B standard, crossover cables will be made and tested.
° Using the punch down tool cable a wall outlet.

° Research online the different types of cable discussed in the practical work.

3.2 Network cabling and testing

° The connectivity between two computers will be tested using crossover cables.
° Cable and test the connectivity using the network presented in Figure 2.5 (using PCs,
a patch panel and a switch).

S S

Patch Cords

Patch Panel E

Patch Cords

Switch —

Figure 2.5 Cabling test network
3.3 Questions

° Why are screening and shielding important in choosing the appropriate network cable?
° Why TP cables used in computer networks are limited to a maximum distance of 100m?
° Which type/category of cable should be used for a new LAN?
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CHAPTER 3: OPTICAL FIBERS AND COMPONENTS

1. Objectives

The objective of this work is to gain knowledge on optical fibers and components, link
performance analysis and the optical power budget calculus.

2. Theoretical considerations

2.1 Optical fibers and components

The current practical work continues the focus on the Physical layer of the 1ISO/OSI stack
(Figure 3.1) by providing knowledge on optical fibers and components.

ISO/OSI model TCP/IP model Protocol Data Unit

(PDU)
Application
_ Application Data
Presentation
Session Transport Segment
Transport
Internet Packet
Network
Data Link mimi Network Access Frame

mmsp| Physical

Figure 3.1 Network stack models and PDU naming in each level. The arrows indicate the addressed
layers in the current activity

Once the drop in the price of optical fibers, and appropriate communications equipment, this
has become the environment of choice for new high-speed connections (exterior and interior).

To transmit data, optical fibers send light signals along glass or plastic cores (of the order tens
of microns (p), which constitutes a wavelength guide for light, obtained from a combination of
silicon dioxide and other elements).

An optical fiber strand is the basic element of an optical fiber cable (a cable contains several

strands). A strand has three layers: core, cladding and coating. A fiber optic cable consists of
several components: fiber strand(s), buffer, protective materials, outer jacket.
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The core is wrapped by material made of silicon dioxide having a refractive index lower than
the core called cladding. In order to protect the cladding, this is wrapped in a plastic material.
This is called buffer and is wrapped in a material, usually Kevlar, which confers resistance of
fiber at the time of installation. Optical fiber buffers are of two categories: tight (a protective
covering is applied over the coating of each fiber strand) or loose-tube (several strands inside
a tube filled with a protective gel). For outdoor, long-distance installation, loose-tube fiber is
preferred. The last wrapper is the jacket which protects the fiber against abrasive materials,
solvents and other factors. The color enclosure in the case of multimode optical fiber is usually
orange and in the case of single-mode optical fiber is usually yellow. Each fiber optics cable is
composed of two fibers wrapped separately, a fiber being used for transmission and another
for the reception, ensuring in this way a full-duplex connection. A cable of optical fiber may
contain from two up to hundred separate fiber strands (usually in LANS, up to 24). Figure 3.2
presents the layer of an optical fiber and an optical fiber transversal section.

Jacket
Aramid Yarn
Buffer
Cladding
Core

Figure 3.2 a. Optical fiber layers b. Optical fiber transversal section

For the signal to be reflected without loss, the following two conditions need to be met:

e Optical-fiber must have a refractive index higher than the material surrounding it;

e The angle of incidence of light signal must be greater than the critical angle of fiber and
of the material surrounding it. The angle of incidence of light signal can be controlled
by using the next two factors:

o Numerical aperture of the fiber is the range of angles of the light signal for
which the reflection is complete;
o The modes are the ways that the signal light can follow.
Unlike copper-based transmission media, optical fiber is not susceptible to, and it does not
generate electromagnetic or crosstalk interference.

Two main optical fibers are commonly used in LANs and WANSs: single-mode and multimode.
Single-mode optical fiber is used for long distance links and for vertical cabling in buildings
(building’s backbone). Multimode optical fiber is commonly used in horizontal and vertical
cabling. Multimode fiber has a larger core diameter compared to single-mode. Thus, multimode
does not require the same precision as single-mode, resulting in less expensive connectors,
transmitters etc.

For the single-mode fiber the core diameter is small enough as to permit only one mode (one
way) light signal, being sent in a straight line through the middle of the core. Single-mode
optical fiber cables use cores with diameter between 8 and 10p. The most used single-mode
optical fibers have 9u diameter and cladding with a diameter of 125u. They are usually referred
as 9/125p optical fibers. Light source used is the infrared laser. It is recommended caution
when using lasers as source of light since it may affect the eyes. Single-mode fibers may
transmit data at distances over 100km. The loss on km of single-mode optical fiber is specified
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by the manufacturer. In the case of single-mode fiber, the refractive index of glass stays
constant. This type of glass is called step index glass.

The core of multimode fiber has a sufficiently large diameter as to permit several modes
(several ways) for light signal. Standard multimode optical fiber cables have a core diameter
of 62, Sp or 50u and cladding with a diameter of 125u. They are usually referred as optical
fibers of 62.5/125u or 50/125u. Usually, the light sources used with multimode fibers are
Infrared Light Emitting Diode (LED) or Vertical Cavity Surface Emitting Lasers (VCSEL).
LED-s are cheaper and require less safety measures than lasers. The disadvantage of LED is
that may not transmit light signals at distances as large as lasers. Multimode fibers of 62.5/125
may transmit data at distances of up to 2000m. The loss of multimode optical fiber is specified
by the manufacturer. In the case of multimode fiber, the refractive index of glass may be
constant (multimode step index glass) or may also decreases from the center to the exterior
(variable or graded-index glass and allows various illuminating modes to reach the receiver at
the same time).

In optical fiber, beside propagation, the light is subjected to two main phenomena: attenuation
and dispersion. Attenuation or absorption is essentially due to the presence of hydroxyl ions -
OH and of the various metal ions. Light may also be spread by micro crystals, lower than the
wavelength, which form at the cooling of the glass. Attenuation limits the length of optical
fiber to be used. The dispersion or impulse width widening is mainly due in multimode fibers
to the different length of the modes. The chromatic dispersion appears due to the variation of
the refraction index function of the light color or wavelength. The dispersion limits the use of
optical fiber in the frequency or in bandwidth. The two limitations multiplied characterize most
accurate an optical fiber. 20MHz-km values are obtained for fiber with step index, 1GHz-km
for the variable index and 1000GHz-km for the single-mode in which there is no modal
dispersion.

Optical fiber transmitters convert electrical signals in equivalent luminous pulses. There are
two types of light source used by transmitters for optical fiber:
e The LED which produces infra-red light having a wavelength of 850nm or 1310nm.
They are used with multimode fibers. Coupling to optical fiber can be improved by
using a spherical lens;
e LASER semiconductor diode containing which produces infra-red light having a
wavelength of 1310nm or 1550nm. They are used with multimode or single-mode
fibers.

There are two types of basic design for LEDs: with surface emission and with edge emission.
At surface emission led, the emission of light is perpendicular to the plane of junction through
a thin transparent layer. They emit in a geometric radial spectrum. At edge emission led the
light is emitted in a plane parallel to the junction at semiconductor edge. The materials used
are often compounds 111 V as GaAs or AlxGA1-xAs for wavelengths of 0.8-0.9 um and GaxIni-
xPyAsy.y for wavelengths of 1.3-1.6 um. Emission spectrum of a LED is between 25 to 40 um
for small wavelengths and 50-100 pum for larger wavelengths.

LASER semiconductor diodes, laser diodes (LD), are obtained by introducing a led into an
optical resonant cavity. The effect of laser only appears at the existence of a direct current high
enough to achieve an inversion of the population of the electrons and holes from the two energy
strips of conduction and valence. The current value from which this effect appears is called
limit current. Under this current the device acts as an ordinary led. Since the light emitted by a
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laser is much more coherent than issued by a LED, the efficiency of the optical fiber coupling
is higher. Optical power also captured by laser is greater than that emitted by the LED.

An analysis compared between the two types of transmitters is clearly in favour of LD because
the possibility to use higher frequencies, narrower spectrum and in favour of the LED due to
price and power stability in relation to temperature. The life expectancy of both devices is equal
and is of the order of 10 million hours.

The fiber optics receivers convert luminous pulses into equivalent electrical signals.
Semiconductor devices normally used for optical fiber are classified in two types: simple and
with internal gain. The first may be called PIN photodiode by type of doping (p intrinsic and
n) and the second category is called APD (Avalanche Photo- Diodes). These devices are
sensible at 850, 1310 and 1550nm wavelengths, wavelengths used by transmitters for optical
fiber. As semiconductor materials are used Si for wavelengths of 800-900 nm and Ge or
InGaAsP for 1300 and 1500 nm. Si has optimum sensitivity only within a reduced frequencies
range but Ge has an appreciable darkness current and is more sensitive to noise. For this reason
last possibility is the best but requires a more sophisticated manufacturing technology and
therefore has a higher price.

In order to connect multiple fibers or for achieving a longer fiber, splices (junctions) may be
used. Splices are of two types: mechanical and fusion. Attenuations introduced are lower than
0.5dB (ANSI/TIA-568-C.3 specifies that mechanical or fusions splices shall not exceed a
maximum optical insertion loss of 0.3dB). At mechanical splices the two ends of the fiber,
carefully cut, cleaned and polished are caught in a rigid mechanical holder that they fix to each
other in an fixed ensemble. Fusion splices shall be carried out by heating close to the melting
point. At this moment the two fibers are pressed against one another and cooled. These
operations shall be preceded by cutting operations and finishing their ends and prior alignment
of the two ends which will be connected. Fusion splices also remake draw/bursting resistance
of the fiber at approximate 90% of the original value. To protect the splices, splice enclosures
are used.

Connectors in the optical fiber allow the connection to ports. The common used connectors
are SC (Subscriber Connector) - snap on type, ST (Straight Tip) - twist on type, FC (Ferrule
Connector) - screw on type, LC (Lucent Connector) - snap on type and MTP/MPO - push/pull
type, for multimode optical fibers and for single-mode optical fibers. Attenuation introduced
by an optical connector, even of superior quality is greater than that introduced by a splice,
having values of approximately 1 dB. Connectors are high precision mechanical equipment
and usually one end of the fiber is in the connector and one is free. In this case attaching a
connector shall be reduced to the execution of a splice. Such a solution is usually more
advantageous than mounting a connector directly to the end of the fiber because prefabricated
connectors ensure the accuracy of mounting much higher. If the optical fiber is ended into an
optical fiber terminator for redistribution this end connector is also called pig-tail and is
prefabricated type. A special category of connectors is optical cords for distribution or
connection. These are special optical fibers with connectors at both ends allowing small fiber
curvature radii of approximately 2,5-5 cm. Their color is yellow for single-mode fiber and
orange for multimode fiber.
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Repeaters are optical amplifiers receiving light signals attenuated as a result of the distance
traveled through optical fiber, remake the form, power and time parameters of these signals
and send them away.

Patch panels for optical fiber are similar with copper cable patch panels, increasing flexibility
of the optical networks. For connecting different equipment, an optical fiber patch cord is used
(also known as a zip cord - two flexible optical fibers with connectors at each end).

Additionally, several other active or passive devices are used with optical fibers (e.qg.: optical
couplers - combines or splits optical signals; optical attenuators - reduce the power level of an
optical signal; optical isolators; fiber-optic switches; optical multiplexers, etc.).

The ISO/IEC 11801-1 specifies the requirements for coaxial, twisted-pair copper and optical
fiber. The ISO/IEC 11801 (Europe) and ANSI/TIA-568-C (USA and Canada) standards define
7 classes of optical fibers (single-mode and multimode) as shown in Table 2.1, together with
several important parameters (optical fiber requirements, the cable transmission performance
and the physical cable requirements):

Table 2.1 Optical fiber characteristics

Multimode Single-mode
Type omM1 oM2 OoM3 OoM4 OM5 0Os1 0S2
62,5/125 | 50/125 | 50/125 |50/125 |50/125 | 9/125 um 9/125 um
um um um um um
Wavelength 850, 850, 850, 850, 850, 1300nm, 1300nm,
1300nm | 1300nm | 1300nm | 1300nm | 1300nm | 1550nm 1550nm
(1383nm)
Max. attenuation 2.6/ 3.56/ 2.6/ 29/ 29/ 1 0.4
(db/km) 2.4 2.3 1.9 15 15
Light source LED (Light-Emitting Diode) / LASER (Light
VCSEL (Vertical Cavity Surface-Emitting Lasers Amplification by
Light Source) Stimulated Emission of
Radiation)
Distance/ | 1 Gbps | 275m 550m - - - 5-120km
data rate
10Gbps | 33m 82m 300m 400m 400m 10-80km
40-100 |- - 100m 150m 150m 2-80km
Gbps
Color orange/ |orange |aqua violet/ | green/ | yellow yellow
slate aqua lime
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Incorrect installation of optical fiber has as result the increase in attenuation for the optical
signal (improper installation of optical fiber may cause cracks in the heart to disperse the signal
light). Excessive stretching or bending of the optical fiber may cause small cracks of the core
which will scatter the light signal. Excessive bending of the optical fiber may have as a result
the drop in incident angle of the light signal under critical angle of total reflection. For the
connector installation the heads must be cut off and finished. After installation, the heads of
the optical fibers, the fiber connectors and ports must be kept clean so that no attenuation will
be introduced. Before use of optical fiber cables, their attenuation must be tested. At the design
of an optical-fiber links, loss of power signal that can be tolerated must be calculated. This is
called the budget of loss of optical link. Loss of power is measured in decibels (dB).

For optical fiber link testing there are several methods: continuity testing, visual fault locator,
measurement of optical power output, OTDR and BER test error rate.

Continuity testers are used to test the continuity in an optical fiber. A visual fault locator (VFL)
tool allows a technician to identify breaks, macrobends (refers to the minimum bending radius)
or poor fusion splices.

The measurement of optical power output determines the loss of power through the optical link
by measuring the output power at a known input power. The unit of measurement for optical
power is the milliwatt (mW) but for practical reasons shall be used other unit of measure which
measure the gain (G) or loss (L) in a system, namely decibel (DB).

The procedure OTDR Optical Time Domain Reflectometer is the procedure by which the
attenuation characteristics of an optical fiber and its length may be visualized. This procedure
is the only through which can be detected positions such breaks in optical fiber. OTDR displays
a graphic having as X axis the fiber length and as Y axis the attenuation. From this graphic, the
fiber attenuation and the splices and connectors quality can be deduced. Also, can be
determined the braking position in the cable if externally the cable is not affected.

The BER test (Bit Error Rate) is the final test for a data link through optical fiber. This test or
criterion shows at how many bits transmitted through the fiber an error due fiber will be
produced. The BER test must meet the requirements imposed by the producers of the DTE
equipment that are coupled to the optical fiber. For computer networks they ask to be less than
1 bit of error at 10%/10*2 bits transmitted or BER < 10°%/10%2. For the testing is required a
generator of random bit sequence and an interface to optical fiber if a loop is tested or two if a
single fiber is tested. In order to have significant results, the test must be carried out over a
period long enough so as to provide a sufficient number of bits. The test period of one day or
two are common if it is working at a large bit rate in the use of optical fiber link and small
BER. A counter may automatically count the number of errors detected.
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Computation of optical power budget shall be made according to the Table 2.2.

Table 2.2 Optical power budget

Crt. | Optical loss or power DB

1. The km loss in Optical Fiber __ dB/km X _ kmfiber | _ dB

2. The loss in Splices ___dB/splice X splices _____dB

3. The loss in Connectors __dB/connector X connectors | _ dB

4, Losses on other components _____dB

5. Margin of error _____dB

6. Total loss on the Link (1+2+3+4+5) _____dB

7. The power of average emission of the transmitter ___dB

8. Average power received by the receiver (7-6) _____dB

9. The dynamic of the receiver dB at dB

10. Receiver sensitivity at a rate of errors given by BER dB

11. Available Remaining Power (8-10) dB
Remarks

For item 3. the transmitter connection losses to the optical will not be taken into account, these
being already included. The amount calculated in item 8. must be within the range of item 9.
for the receiver to operate correctly. The amount calculated in item 11 must be positive in order
to have a functional optical data link.

The error margin is due to take into account the average values for all link components. The
dispersion of these values around the mean value is known and may take a margin of error
large enough to cover deviations from an average with a probability of 99.9% or more. As the
number of items is greater and as it is desirable a larger cover probability than a larger error
margin will be taken.

Optical emission power of the transmitter is a catalogue data and includes the loss of connection
at one end of the optical fiber in the case in which the connection is made in accordance with
recommendations. The power is greater at the LASER diodes and smaller at the LED. In the
case of LASER usage for relatively short distances an attenuator is necessary so that the
receiver will not be destroyed.

Receiver dynamics represents the power range which a receiver can transform in electrical
signal without loss of information.

It is also needed a minimum optical power necessary for fulfilling the tolerated error rate
condition which for computer networks is situated at the value of 1 bit erroneous at one billion
bits transmitted.

Calculus example of the optical power budget

Optical fiber diameter: Core 62.5um/Cladding 125um.
Numerical aperture of the fiber NA: 0.275.

The wavelength of the optical equipment: 1310pm.
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The solution is presented in Table 2.3.

Table 2.3 Calculus example

Crt. | Optical loss or power DB

1. The km loss in Optical Fiber 1,8 dB/km X 3,5km fiber 6,3dB
2. The loss in Splices 0,5 dB/splice X 2 splices 1,0dB
3. The loss in Connectors 1,0 dB/connector X 2 connectors 2,0dB
4. Losses on other components 0,0dB
5. Margin of error 2,0dB
6. Total loss on the Link (1+2+3+4+5) 11,3dB
7. The power of average emission of the transmitter -10,0dB
8. Average power received by the receiver (7-6) -21,3dB
9. The dynamic of the receiver dB at dB

10. Receiver sensitivity at a rate of errors given by BER -26,0dB
11. Available Remaining Power (8-10) +4,7dB

The power at the receiver is in the dynamic of the receiver, which makes possible its function,
and the remaining available power is positive, ensuring a viable connection.

There should be taken into account the fact that during the life of the link, aging phenomena
may occur, leading to increase the power loss, as well as the fact that optical fiber may be
broken accidentally and needs to be spliced.

A calculation made to the limit endangers the length of service of a link through optical fiber.

3. Practical activity

3.1 The characteristics of various types of optical fibers, components and aspects related to the
cabling of computer networks using this transmission environment should be discussed.

3.2 Explore the fiber optic infrastructure deployed in the oceans available at
https://www.submarinecablemap.com/

3.3 A 9/125u single-mode optical fiber having the length of 2,5km and the loss equal to
0,5dB/km, which connects two DTE equipments is considered. The attenuation introduced by
splices and connectors is equal to 0,5 and 1dB respectively. The error margin taken into
consideration is 3dB. The power of average emission of the transmitter is -15dB, the receiver
sensitivity at a rate of errors given by BER 107 is -25dB and dynamic of the receiver is in the
range -10 + -30dB. Calculate the optical power budget.
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CHAPTER 4: STRUCTURED CABLING

1. Objectives

The objective of this paper is the knowledge of structured cabling, networks topology and the
function of the different network devices.

2. Theoretical considerations

The current practical work focuses on the Physical, Data Link and Network layers of the
ISO/OSI stack (Figure 4.1) by presenting the main elements of structured cabling and network
devices.

Protocol Data Unit

ISO/OSI model TCP/IP model (PDU)
Application
Presentation Application Data
Session Transport Segment
Transport
- wsp  Internet Packet
mmp  Data Link s (Network Access Frame
mmsp| Physical

Figure 4.1 Network stack models and PDU naming in each level. The arrows indicate the addressed
layers in the current activity

2.1 Physical media analysis

In the physical media analysis, we may choose several factors of performance such as: the
speed of transfer, bandwidth, reliability or the error rate, the duration of service, the average
duration between the two defects, defects tolerance, direct costs, indirect costs, the cost per
port or equipment connected, the cost per bandwidth or the total cost per port per bandwidth.
The bandwidth, Lg is a factor of intrinsic performance particular to each medium. The
reliability, F, is also a factor of intrinsic performance of each medium and shall be the ratio of
the number of bits erroneously transmitted to the total number of bits transmitted. The service
duration, De, is the length of time after the environment should be replaced, due to aging
phenomena. The average duration between two faults, DMDD, is the statistical average time
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between two successive malfunctions of the environment for the standardized period of life.
Defects tolerance, Tq, is a factor of performance induced on the physical environment by the
technology and network architecture used, but in many cases, a given environment does not
allow a error tolerance architecture or only one limited. Direct costs, Cq, are represented by the
actual cost of the environment along with connectors, the auxiliary materials necessary for
correct posing, and the cost of labor for communication environment realization and
environment testing. The cost per port, Cp, it is a synthetic factor which has a greater decision
value, being a global decision criterium and reflecting the total costs for carrying out physical
infrastructure related to the total number of ports or equipment connected. The cost per port
per speed of transfer, Cpy, is a factor performance more useful which alleviates taking a correct
decision in the implementation of a local area network, including the possibility of future
extension without the need for change the environment. The total cost per port per speed, Cipv,
is a complex factor of performance which characterizes a local area network at global level
also including the equipment or technology costs. Characterization of performance factors
above referred of the physical communication media previously presented is summarized in
Table 4.1. Performance factors, and in particular the type of cost, shall be classified relatively
without giving absolute values which may be affected very rapidly in time.

Table 4.1 Performance factors

Medium L, |Reliability D |DMDD [Tq [Cq Cop Cov Cipv Recommended |Further
Gbps lyears in usage use

UTP Cat [>1 [Medium (15 |years |[YesMedium [Small Small [Small |Yes 'Yes

6,7

Multimode >1 |Large 30 |years |Yes|Large Medium [Medium|Medium([Yes Yes

OF

Single- >1 |Large 30 |years |Yes|V.Large |[V.Large |Large |Large |Yes Yes

mode OF

2.2 Structured cabling

There are three standard network topologies bus, star and ring (Figure 4.2):

e Bus topology is the oldest method of interconnecting computers in a network. Data
is transmitted to all the stations but is accepted only by the destination station, and
the reflection of the signal is stopped using terminators. Figure 4.2 a. represents the
bus topology;

e Star topology has replaced the bus topology, the main feature is that it has a central
component called hub through this component data is transmitted from one station
to all the others. The star topology offers the resources and means for central
administration. Figure 4.2 b. represents the star topology;

¢ Ring topology stations are connected through a cable shaped as a ring and every
station is acting as a repeater amplifying the signal. Figure 4.2 c. represents the star

topology.

Today most of the topologies used are combinations of star, ring and bus topologies. The bus-
star topology supposes connecting networks with star topology through linear branches (bus).
Problems of connectivity appear when a concentrator fails. The ring-star topology also known
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as ring cabled as a star. In this case there is a central concentrator that connects all the other
concentrators to which the stations are connected.

Station |

| | . | .__ . . .

| Station Station tation Station
Station
Station Station

a. bus topology b. star topology c. ring topology

Station

Figure 4.2 Standard network topologies

Under the generic name of active elements are grouped all of the network components that
need a power supply and can work with electric, optic signals or both. Network interface
cards are active elements of layer 2 providing the stations with the network connectivity. Every
network interface card has its own 48 bits MAC address assigned from fabrication. This address
is unique for every network card and it is composed of 2 parts: the 24 most significant bits
identifies the producer, and the 24 least significant bits are assigned by the producer. The
network interface cards used in PC’s need an I/O address space and a hardware interrupt. The
interrupt is activated every time an event (a frame reception in most of the cases) appears
requiring software attention, and the 1/0 address space represents the address region in which
the card registers are accessible (written, read, by its driver). Usually both the interrupt and the
I/O space are configurable to avoid conflicts with other devices.

The overcome of the length limitations of cables is done by using repeaters. These are simple
devices, connected at many network segments amplifying the signal that passes through them.
Repeaters operate at the physical layer (they don’t have the frame notion or package transmitted
through the network) and they broadcast the amplified signals on all their outputs.

With the growth of the network dimensions, problems will appear if there are used only
repeaters. The limitation for the stations that create such a network is the fact that
repeaters/hubs (multiport repeaters) split the bandwidth, being situated in a single collision
domain. In order to solve this problem, we use a bridge, equipment that operate at the second
layer in the OSI hierarchy, and they represent devices much more complex than repeaters
because they perform frame filtering based on MAC addresses and a separation of collision
domains. Bridges don’t forward the frames that are local for a network, but only the ones that
have destination addresses located in other networks. They store the frames and realize a
retransmission only to the network in which the destination is situated. When the bridges are
powered-up they know nothing about the network configuration and the addresses of the
computers connected to it, but they learn the network topology while they forward the frames.
Initially they allow all the frames to pass in all directions. But in time, as frames pass through,
the bridge inspects the source address of each frame and completes the MAC tables, with the
station address and the port at which the station is connected. Based on these tables they decide
on which port the frames must be retransmitted. Frames sent at broadcast or multicast addresses

30



Computer Networks. Practical activities

will be retransmitted further away on all ports. A switch is a layer 2 equipment that take frames
forwarding decisions based on the MAC address, so to direct the data only on the port
corresponding to the destination host. These devices can be seen as devices capable to offer the
connectivity of a hub and they manage the traffic like a bridge. Designing networks with
complex topologies is done using switches.

A router is a layer 3 equipment that route the packets based on the address used by routable
protocols (for example Internet Protocol-IP or Internetwork Packet Exchange — IPX) with the
help of the routing protocols (for example Routing Information Protocol RIP, Interior Gateway
Routing Protocol — IGRP, Enhanced Interior Gateway Routing Protocol — EIGRP or Open
Shortest Path First - OSPF). There are two main router types: dedicated routers and routers
built from general purpose computers that have more interfaces. The computer routers have the
advantage of cost and simplicity and can be used for other jobs. Dedicated routers are much
more efficient and flexible, have much more interfaces and support more protocols and medium
access types. Dedicated routers are devices specialized for the routing job. Due to the
specialized hardware and powerfully optimized software, they achieve superior performance.
They offer a wide range of speeds, physical interfaces and communication protocols. Usually
these are manufactured by specialized firms (Cisco, Juniper, HPE etc.) their operating system
is specific and has all the software need for the router to function properly. Dedicated routers
support almost any transmission medium, used with any communication protocol, with a large
range of sockets and adaptors.

Taking in consideration the costs for realizing or modifying a network cabling it has been
proved that once a network has been set in place is better to stay in use as long as possible and
that it should be able to be used with novel communication technologies. The solution for this
problem was in the elaboration of the structured cabling concept, defined later through several
international standards.

The ISO/IEC 11801 (Europe) and ANSI/TIA-568-C (USA and Canada) standard refer to the
ways of cabling commercial edifices, specifying the cabling structure, the necessary minimal
configuration, the categories of cables and components that must be used, ways of installation,
performance requests that have to be met, acceptable distance limits and other parameters, and
also ways and methods for testing them. Another problem that is approached is the problem of
designing the cabling for a much more complex building group, in this way a complex project
needs to be configured in a hierarchic (tree-like) structure, allowing the possibility to add
redundant links. The standard specifications refer to some of the following aspects:

e Minimal request for realizing the cabling of a building

o The cabling topology and allowed distances;

Component elements of the cabling;
Transmission media used with the needed parameters specification;
Vertical and horizontal cabling realization mode;
Ways of identifying the cables used;

o Project documentation.
e Subsystems and components of the structured cabling system

o The subsystem from the entrance in the building;
The equipment room;
The backbone cabling;
The telecommunication closet;
Horizontal cabling;
The work area components.
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The cabling topology specified in the ISO/IEC or ANSI/TIA standard is a star, hierarchically
organized (extended star). The topology center is main distribution facility, the second
hierarchic level is the intermediary distribution facility afferent to one area edifice, and at the
lower level is the telecommunication closet related to a floor or a group of rooms. The
constitutive elements are:
e The main distribution facility — the distribution center to the other edifices;
e The intermediary distribution facility — are local to edifices;
e The telecommunication closet — is represented by the local distribution closets for
the cables that connect the stations or related to the vertical cabling;
e The inter-edifice section — identifies the main cables that interconnect the main
distribution center;
e The internal section — connects the intermediate commuter with the distribution
offices;
e The equipment room — related to a cabling plan with passive and active devices;
e The entrance infrastructure — for the interfacing of the exterior cabling system with
the interior one;
e The work area — the working stations, interconnection cables, external adaptors
between cables;
e Intermediate panels — identifies the connection panels for the transmission
mediums;
e Terminator blocks — represent the cable mechanical terminators;
e Communication outlets, cabling adaptors.

The usual transmission media are:
e Twisted cable (category 6 and above);
e Multimode or single-mode optical fiber;

Types of the connectors used are:

e RJ-45 connectors for TP cables;
e LC, SC or ST type connectors for optical fiber;

So, in order to accommodate a much easier and efficient way to manage the network, the
cabling is structured using concentrators (on different levels). At each level a concentrator must
be implemented, and if the covered area is too large than several concentrators can be used. At
the working stations the UTP cable is ended in RJ-45 connectors, and at the concentrator in
boxes or patch panels. The cumulative length of the cable and UTP patch cord used for
connecting a computer at the equipment from the concentrator is not allowed to be greater than
100m. In the floor concentrator the switches or other devices are situated.

The advantages concentrators offer (and also the topologies based on concentrators) are:
e possibility to extend or modify the cable system;
e usage of different ports, adapted at different types of cables;
e possibility of a central monitoring of the activity and the network traffic.

Types of concentrators:
e Active concentrators — that regenerates and transmits the signal;
e Passive concentrators — can be considered the cabling panels or the connection
blocks representing only connection points without any signal amplification. Also
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there are hybrid concentrators that allow the usage for connection of different cable
types.

The cables must be labeled according to the standard, the ventilation must be sufficient to
prevent equipment overheating, security measures must be set and fire protection must be
provided. The floor concentrator is connected to the building concentrators, link that can be
realized with a category 6 cable or with multi-mode optical fiber. Additionally, redundant links
can be added between the floor concentrators and between the buildings. The building group
concentrator is connected to the buildings concentrators with multimode or single-mode optical
fiber. Installation standards are referring to the cable installation (maximum tension allowed
on the cable, mechanical connection type), masked horizontal cabling, ground protection, and
the specific protection of the optical fibers cables.

3. Practical activity

3.1 The topologies of the computer networks are going to be discussed underlining their
advantages and disadvantages.

3.2 The function of the following network devices will be discussed: network interface card,
concentrator, repeater, bridge, switch and router.

3.3 Aspects of the structured cabling and ISO-IEC/ANSI-TIA standard will be discussed.

3.4 Floor cabling will be analyzed, and the elements of the structured cabling will be pointed
out.

3.5 ldentify and analyze the structured cabling design at your workplace/home. How is your
network connected to the WAN/ISP (what type of cable, device, etc.)? How is your device
connected to the internal network?
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CHAPTER 5: NETWORK LAYER - IPv4 FUNDAMENTALS

1. Objectives

At the end of the practical activity, students will be able: to explain the characteristics of the
network layer, to describe the operation of the IPv4 protocol, to divide the networks into
subnets, to explain the network address translation process, and to implement basic IPv4
network configurations.

2. Theoretical considerations

The current practical work focuses on the Network layer of the ISO/OSI stack (Figure 5.1).

ISO/OSI model TCP/IP model Protocol Data Unit

(PDU)
Application
Application Data
Presentation
Session Transport Segment
Transport
mwsp  [nternet Packet
|||* Network
Data Link Network Access Frame
Physical

Figure 5.1 Network stack models and PDU naming in each level. The arrows indicate the
addressed layers in the current activity

2.1 Network layer

The OSI Network layer corresponds to the TCP/IP Internet layer. It provides addressing,
routing and traffic control services to allow devices to exchange data across networks and
contains different types of protocols:
e IP version 4 (IPv4) and IP version 6 (IPv6) routed protocols;
e routing protocols such as Open Shortest Path First (OSPF) or Border Gateway Protocol
(BGP);
messaging protocols such as Internet Control Message Protocol (ICMP).
The network layer performs four basic operations (Figure 5.2):
Addressing
Encapsulation
Routing
De-encapsulation
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Figure 5.2 Network layer operations and packet serialization/deserialization when passing through
different network devices

IP protocols have the following characteristics:

e Connectionless
o no connection established between source and destination before data packets
transmission;
o no control information (synchronizations, acknowledgments, etc.).
e Best Effort
o unreliable, packet delivery is not guaranteed,;
o no mechanism to resend data that is not received, reduced overhead.
e Media Independent
o does not concern itself with the type of frame required at the data link layer or
the media type at the physical layer;
o can be sent over any media type: copper, fiber, or wireless.

2.2 1Pv4

The packet header is presented in Figure 5.3:

Octet 0 1 2 3
. 10117211} 2(12|1]2|112|2|22|2|2|2|2|2|2]|3|3
Bit 10112131456/ 7/83 4 115 3045678 9lol1 23456 7 8|9ol1
. EC

0 Version IHL DSCP N Total Length

32 Identification Flags Fragment Offset

64 Time To Live Protocol Header Checksum

96 Source IP Address

128 Destination IP Address

160 Options

Figure 5.3 IPv4 packet header
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Version - version field, equal to 4;
Internet Header Length (IHL) - the size of the IPv4 header;
Differentiated Services Code Point (DSCP) - originally defined as the type of service
(ToS), specifies differentiated services (DiffServ);
Explicit Congestion Notification (ECN) - allows end-to-end notification of network
congestion without dropping packets, optional feature;
Total Length - defines the entire packet size in bytes, including header and data;
Identification- identification field, primarily used for uniquely identifying the group of
fragments of a single IP datagram;
Flags - used to control or identify fragments;

o bit 0 — Reserved, must be zero;

o bit1 - Don't Fragment (DF)

o bit 2 — More Fragments (MF)
Fragment offset —specifies the offset of a fragment relative to the beginning of the
original unfragmented IP datagram;
Time to live (TTL) — limits a datagram's lifetime;

O in practice, is used as a hop count;

o when the datagram arrives at a router, the router decrements the TTL field by

one;
o when the TTL field hits zero, the router discards the packet and sends an ICMP
time exceeded message to the sender.

Protocol — defines the protocol used in the data portion of the IP datagram;
Header checksum — used for error-checking of the header;

Source address — the 1Pv4 address of the sender of the packet;

Destination address — the IPv4 address of the receiver of the packet;
Options — rarely used; if IHL is greater than 5, the options field is present.

IPv4 addresses can be assigned statically or dynamically.

The IPv4 address is hierarchical, being composed of two parts: the network part and host part
(Figure 5.4).

Network 1D Host ID

Figure 5.4 IPv4 address structure

The number of bits assigned to the network and host depends on the class / network mask to
which the address belongs (Table 5.1):
Table 5.1 IPv4 network classes

Class 15t Octet 1t Octet High Network/Host 1D Default Subnet
Decimal Range Order Bits (N=Network, H=Host) Mask
A 1-126* 0 N.H.H.H 255.0.0.0
B 128 - 191 10 N.N.H.H 255.255.0.0
C 192 — 223 110 N.N.N.H 255.255.255.0
D 224 - 239 1110 Reserved for Multicasting
E 240 — 255** 1111 Experimental; used for research
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Note: * Class A addresses 127.0.0.0 to 127.255.255.255 cannot be used and is reserved for
loopback and diagnostic functions.

** 255.255.255.255 is reserved as the IPv4 Broadcast address.

The IPv4 subnet mask (Figure 5.5) is used to differentiate the network portion from the host
portion of an IPv4 address. It is, like the IPv4 address, a 32 bits structure. The bits
corresponding to the network portion are set to 1 and the bits corresponding to the host portion
are set to 0.

Network 1D

Figure 5.5 IPv4 subnet mask
The network masks corresponding to the classes are presented below:

Class A: 255.0.0.0 or /8 (11111111.00000000.00000000.00000000)
Class B: 255.255.0.0 or /16 (11111111.11111111.00000000.00000000)
Class C: 255.255.255.0 or /24 (11111111.11111111.11111111.00000000)

Public IPv4 addresses are uniquely assigned addresses and are globally routed between internet
service provider (ISP) routers. There are also blocks of addresses, called private addresses, that
are used by most organizations to assign IPv4 addresses to internal hosts. These addresses are
not uniquely assigned addresses and are not globally routed between ISP routers. These blocks
of private addresses are presented below.

Class A: 10.0.0.0 - 10.255.255.255 /8
Class B: 172.16.0.0 - 172.31.255.255 112
Class C: 192.168.0.0 - 192.168.255.255 /16

To allow a device with a private IPv4 address to access devices and resources outside of the
local network, the private address must be translated to a public address. This process is called
network address translation (NAT) (Figure 5.6) and provides the translation of private
addresses to public addresses. A NAT router typically operates at the border of a network.
When a device inside the network wants to communicate with a device outside of its network,
the packet is forwarded to the border router which performs the NAT process, translating the
internal private address of the device to a public, outside, routable address.

Private IF address Public IF address
denice Border router ISF resource
Fal
e FeWime  Fedl Fedli~  Internet
T v
10.0.0.2 10.0.0.1 20.0.0.1 20.0.0.2
30.00.2
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BorderRouterfshow ip nat translations
Pro Inside global Inside local Outside local Outside global
tecp 20.0.0.3:1027 10.0.0.2:1027 30.0.0.2:80 30.0.0.2:80

Figure 5.6 Network address translation

The network address has all the host bits set to 0 and the broadcast address has all the bits set
to 1. These addresses cannot be assigned to a host. All the other addresses are valid host
addresses.

Exercise

Consider the following address: 192.168.1.10/24. Calculate the network and broadcast address,
the valid host range, the total number of host bits and the total number of hosts.

IP:

NM:

----------------------- - logic AND IP with the NM:
— Network address (all host bits are set to 0)
192.168.1.0 — Network address (decimal notation)
— Broadcast address (all host bits are set to 1)
192.168.1.255 — Broadcast address (decimal notation)
— First valid host address
192.168.1.1 — First valid host address (decimal notation)
— Last valid host address
192.168.1.254 — Last valid host address (decimal notation)
Results:
192.168.1.1-192.168.1.254 — Valid host range (decimal notation)
Total number of host bits is 8.

Total number of hosts is 28-2=254.

2.3 Subnetting

To create subnets, bits are borrowed from the host ID. A new network mask (Figure 5.7) is
created to show the new structure. In the network mask, the bits corresponding to the
subnetwork portion are set to 1.
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Figure 5.7 IPv4 subnet mask

Exercise

Consider the following address: 192.168.1.0/24. Divide this address in 4 subnets and further
divide the fourth subnet into a maximum number of subnets. Specify for the subnets: netmask,
network address, broadcast address, the number of host bits, the number of hosts and their

address range.

2 bits are borrowed to obtain 4 subnets. In order to further divide the fourth subnet into a
maximum number of subnets, another 2 bits will be reserved for the host portion, the minimum

possible number (Figure 5.8).

Netmask: /30

Number of hosts:

Netmask: /26

Number of hosts: 62

—

Figure 5.8 Dividing a network address into subnets

First /26 subnet:

Network Subnetwork Host

11000000.10101000.00000001.00000000

192.168.1.0/26 - Network Address

11000000.10101000.00000001.00000001

192.168.1.1/26 - First Host Address

11000000.10101000.00000001.00111110

192.168.1.62/26 - Last Host Address

11000000.10101000.00000001.00111111

192.168.1.63/26 - Broadcast Address
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Netmask: /26 (255.255.255.192)
Network address: 192.168.1.0/26
Broadcast address: 192.168.1.63/26
Number of host bits: 6

Number of hosts: 25-2=62

Hosts address range: 192.168.1.1/26-192.168.1.62/26

First /30 subnet:

Network Subnetwork Host

11000000.10101000.00000001.11000000 192.168.1.192/30 - Network Address
11000000.10101000.00000001.11000001 192.168.1.193/30 - First Host Address
11000000.10101000.00000001.11000010 192.168.1.194/30 - Last Host Address
11000000.10101000.00000001.11000011 192.168.1.195/30 - Broadcast Address

Netmask: /30 (255.255.255.252)
Network address: 192.168.1.192/30
Broadcast address: 192.168.1.195/30
Number of host bits: 2

Number of hosts: 22-2=2

Hosts address range: 192.168.1.193/30-192.168.1.194/30

3. Practical activity

3.1 Discuss the theoretical aspects of the chapter. What is the difference between classful and
classless addressing?

3.2 Solve the following problems:

A. Determine the network and broadcast addresses and number of host bits and hosts for
the given IPv4 addresses and prefixes (Table 5.2):
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Table 5.2 IPv4 addresses and prefixes

IPv4

Network Address Broadcast Address | Total Number | Total Number

Address/Prefix of Host Bits of Hosts

172.16.104.99/27

198.133.219.250/24

10.1.113.75/19

B.

Having the following information, compute subnets with the following constraints:
A number of 62 subnets

Host IP Address: 172.16.0.0

Original Subnet Mask: 255.255.0.0

Having the following information, compute subnets with the following constraints:
A maximum number of 29 hosts/subnet

Host IP Address: 192.168.200.0

Original Subnet Mask: 255.255.255.0

Having the following information, compute subnets with the following constraints:
A number of 250 subnets

Host IP Address: 10.0.0.0

Original Subnet Mask: 255.0.0.0

3.3 Test the following commands (using Command Prompt on Windows OS or Terminal in
Linux OS):

Hint:

Command: ipconfig /all (on Windows OS) and ifconfig (on Linux OS)

o Role: displays all network configuration values for your network interface cards
Command: ipconfig /release and ipconfig /renew (on Windows OS) and dhclient (on
Linux OS)

o Role: refreshes DHCP and DNS values
Command: ping

o Role: troubleshoots network connectivity; verifies IP connections, using ICMP

packets
Command: tracert (traceroute on Linux)
o Role: troubleshoots network connectivity; resolves the path to an IP destination,
using ICMP packets
Command: nslookup

o Role: performs DNS queries
Command: route print

o Role: displays the routing table of the host device
Command: netstat

o Role: network statistics tool
Command: arp -a

o Role: displays the ARP cache (mapping of IP address to a physical addresses)

you can use online operating systems to test various commands (e.g.

https://bellard.org/jslinux/ for Alpine Linux or Windows 2000)
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3.4 Using Wireshark, capture different types of IP packets and analyze their headers. For
example:
e capture ping traffic by filtering the ICMP protocol filter
e capture nsloookup traffic by filtering the DNS protocol filter

e Etc.

3.5 Configure and test the following network (Figure 5.9) using Cisco Packet Tracer:

- Gigl/0 gy GigO/1 Fal
— T e
PC-FT 2911 e
‘ PC-PT
FCO Fiout}erD P
IP addresses from Subnet 1 IP addresses from Subnet 2

Figure 5.9 Test network topology

Considering IP address 172.16.0.0 /16, compute 2 subnets and assign the correct IP address to
the router’s interfaces and to the host computers (PCO and PC1).

Step 0: In order to show the interface name and numbers, go to Options -> Preferences and
check “Always Show Port Labels in Logical Workspace” (Figure 5.10)

»
? Preferences X
Interface Administrative Show/Hithe Font Mizscellaneous Answer Tree Custorn Interfaces Fublishers Image Cleanup
Custorize User Experience
Show Animation Showe Link Lights
[] Play Sound Play Telephany Sound
Show Device Model Labels Show QoS Starnps on Packets
Show Device NMame Labels Show Part Labels When Mouse Ower in Logical Workspace
Always Show Fart Labels in Logical Warkspace [] Enakle Cakle Length Effects
[] Disakle Auto Cable [J Use CLl as Device Default Tak
Use Metric System (Uncheck to use Imperial) Show Cable Info Popup in Physical Workspace
[] align logical warkspace ohjects [ Align physical workspace ohjects
Logging
Enable Logging

Figure 5.10 Preferences window

Step 1: Compute the two subnets needed.

Step 2: Before configuring the network devices, assign a unique IP address and the
corresponding subnet mask to each network interface and fill in the Table 5.3:
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Table 5.3 IPv4 addresses and netmasks for the test network

Device | Interface IP Address Subnet mask Default Gateway

PCO Fa0 172.16. . | 285.255. . | 172.16. .

Router0 | Gig0/0 . : . : . : -

Router0 | Gig0/1 . : . : . : -

PC1 Fa0 . L 172.16. .

Step 3: Configure the router using the commands provided in the steps below. The commands
provide sample interface names and IP addresses. You must use the interface names and the IP
addresses filled in the Table 5.3. Figure 5.11 shows how the CLI of a router can be accessed.

¥ Router0 - o X

Physical Confic CLI Attributes

[0S Command Line Interface

—-—— System
Configuration Dialog ---

Would you like to enter the

initial configuration dialog?
[ves/nol: n

Press RETURN to get started!

Router>
Router>

Ctri+F6 to exit CLI focus Copy Paste

[ Top

Figure 5.11 Accessing the router’s CLI
Step 3.1: Enter configuration mode on the router

Router>enable
Router#configure terminal
Router(config)#

Step 3.2: Assign static IPv4 address to the router interfaces

Router(config)#interface GigabitEthernet 0/0
Router(config-if)#ip address 172.16.0.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#exit

43



Computer Networks. Practical activities

Configure the other router interface with the corresponding IP address

Router(config)# interface
Router(config-if)#ip address
Router(config-if)#no shutdown

Step 3.3: Display information about the router configuration
Router#show ip interface brief

Description: Display IP information about router’s interfaces
Router#show ip route

Description: Display IP routing table

Step 4: Configure IP addresses on the PCs using the screenshots in the Figures 5.12, 5.13 and
5.14.

e
Physical { Cunﬂg” Desktop J Software/Services ‘
MODULES - Physical Device View
WMP300N Zoom In [ orainal Size | Zoom Out
PT-HOST-NM- 1AM |
PT-HOST-NM-1CFE
-

| PT-HOST-NM- 1CGE |

| PT-HOST-NM- 1FFE
PT-HOST-NM-1FGE

| PT-HOST-NM-1W

[ PT-HOST-NM-1W-A

PT-HOST-NM-3G/4G

| PT-HEADPHONE
| PT-MICROPHONE
| PT-CAMERA
PT-USB-HARD-DRIVE =
‘ LU L]
Customize ] I Customize ]
Icon in Icon in
Physical View be | Logical View 4

The Linksys-WMP300N module provides one 2.4GHz wireless =
interface suitable for connection to wireless networks, The e ®
module supports protocols that use Ethernet for LAN -

Figure 5.12 PC configuration screenshot
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®pco - O X

Physical Config Desktop Programming Attributes

<

= =gl

Figure 5.13 PC Desktop screenshot

®pco - ] X

Physical Config Desktop Programming Attributes
T T e—

|P Configuration

Interface FastEthemet0 v
P Configuration

1P Address (1111605 |

Subnet Mask 255.265.00 |

Default Gateway [111.16.0.1 |

|

DNS Server i

IPV8 Configuration

O pHer O Auto Config ® static

IPV6 Address [ / |

Link Local Address |FEB0::205:5EFF FEEAB1AA |
\
\

IPv6 Gateway [

IPv6 DNS Server [

802.1X
[ Use 802.1X Security
Authentication MDS ~

Username

[ Top

Figure 5.14 PC IP configuration screenshot
Step 5: Test the connectivity and troubleshoot if it is not working.

a. check IP addresses oh hosts computers: PC -> Desktop -> IP Configuration
b. Check connectivity between computers using the ping <target IP> command: PC ->
Desktop -> Command prompt
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CHAPTER 6: NETWORK LAYER - IPv4 ROUTING AND DHCP

1. Objectives

At the end of the practical activity, students will be able: to explain the routing process, to
describe the operation of the DHCPv4 protocol, and to implement basic IPv4 network
configurations.

2. Theoretical considerations

The current practical work focuses on the Network layer of the ISO/OSI stack (Figure 6.1).

Protocol Data Unit

ISO/OSI model TCP/IP model (PDU)
Application
Sresentation Application Data
Session Transport Segment
Transport
wmp| Network mws)  |nternet Packet
Data Link Network Access Frame
Physical

Figure 6.1 Network stack models and PDU naming in each level. The arrows indicate the
addressed layers in the current activity

2.1 Routing

IP packets are created at the source host and are directed to the destination. Forwarding IP
packets to the destination is based on the routing process. This is a distributed process: each
node, which is forwarding packets based on the IP address, will choose the next node according
to its own routing table. Forwarding IP packets is a hop-by-hop process, each node forwarding
the packet to the next node.

Hosts and routers forward packets based on the destination IP address. Switches and access
points are Layer 2 devices and do not forward packets based on the destination IP address
(Figure 6.2).
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Figure 6.2 Network packet forwarding process showing packet serialization/deserialization when
passing through different network devices

The host or the router examines the destination IP address of the packet and searches its routing
table to determine where to forward the packet. The routing table contains a list of all known
network addresses (prefixes) and where to forward the packets belonging to the corresponding
networks. These entries are known as route entries or routes. The host or the router will forward
the packet using the best (longest) matching route entry. The hosts and most routers also
include a default route entry, 0.0.0.0/0. The default route is used when there is no better (longer)
match in the IP routing table.

To identify the network address of an IPv4 host, the IPv4 address is logically ANDed, bit by
bit, with the subnet mask. ANDing between the address and the subnet mask yields the network
address. Exercise: find the network address for the host configured with 192.168.50.106 I1Pv4
address and 255.255.255.0 subnet mask.

IPya host 192 . 168 . 50 . 106
address 11000000 10101000 00110010 01101010
AND
Subnet 255 . 255 . 255 . O
Mask 11111111 11111111 11111111 00000000
Punetwork o 192 . 18 . 5 . 0
address 11000000 10101000 00110010 00000000

A host can send a packet to (Figure 6.3):

e lItself — to the loopback interface, 127.0.0.1 IPv4 address or ::1 IPv6 address;
e Local host - the destination host is on the same local network as the sending host, the
source and destination hosts share the same network address;
e Remote host - the destination host is on a remote network, the source and destination
hosts do not share the same network address.
The default gateway is the network device that can route traffic to other networks. It has a local
IP address in the same address range as other hosts on the local network, accepts data into the
local network, forwards data out of the local network and routes traffic to other networks.

47



Computer Networks. Practical activities

Itself
l 20.0.0.0/8 30.0.0.0/8 ‘
192168500:‘24 1
~3_»:\A 1 .2‘%,; 1 2
—
Sender
gl /f R1 R2 Remote
Default LU
gateway
Local
g host

Figure 6.3 Possible packet destinations when a host is transmitting data

When a host is configured with IPv4 address (Figure 6.4), subnet mask and default gateway, it
updates its routing table accordingly (Figure 6.5).

C:\Users\Admin>ipconfig

IPv4 Address. . . . . . . . . . . : 192.168.50.106
Subnet Mask . . . . . . . . . . . : 255,255,255.,0
Default Gateway . . . . . . . . . : 192.168.50.1

Figure 6.4 Host IP configuration

C:\Users\Admin>route print

Active Routes:
Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.50.1 .168.50. 55
127.0.0.0 255.0.0.0 On-1link 127.0.0. 331
127.0.0.1 255.255.255.,255 On-1link 127.0.0. 331
127.255.255,255 255.255.255.255 On-1link D 331
192.168.50.0 255.255.255.0 On-1link .168.50. 311
192.168.50.106 255.255.255,255 On-1link .168.50. 311
192.168.50. 255025502558 On-1link .168.50. 311
224.0.0. 240.0.0. On-1link 127.0.0. 331
224.0.0. 240.0.0. On-1link .168.50.
ZEE o 255 255 255 o 255 255 On-1link
255025502558 255025502558 On-1link

Figure 6.5 Host routing table

If a host is sending a packet to a device that is configured with the same network IP as the host
device, the packet is forwarded out of the host interface, through the intermediary device, and
to the destination device directly. Consider the network below (Figure 6.6), the packet is
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transmitted from 192.168.50.106 to 192.168.50.110. The best (longest) matching route entry
(Figure 6.7) in this case is marked with red.

192.168.50.106 -> 192.168.50.110

20.0.0.0/8 30.0.0.0/8
192.168.50.0/24
106 ot e
e g w
Sender
ot R1 R2 Remote
host

Active Routes:
Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.50.1 .168.50. 55
127.0.0.0 255.0.0.0 On-1link 127.0.0. 331
127.0.06.1 255.255.255.255 On-1link 127.0.0. 331
127.255.255.255 255.255.255.255 On-1link 127.0.0. 331
192.168.50.0 255.255.255.0 On-1link .168.50. 311
192.168.50.106 255.255.255.255 On-1link .168.50. 311
192.168.50.255 255.255.255.255 On-1ink .168.50. 311
224.0.0.9 240.0.0.0 On-1ink 127.0.
224.0.09. 240.0.0.0 On-1link .168.50.
255,255,255, 255,255,255, On-1link
255,255,255, 255,255,255,

Figure 6.7 The best matching route entry for a local host

If a host is sending a packet to a remote host, the packet is forwarded out of the host interface,
through the intermediary device, and to the gateway. Consider the network below (Figure 6.8),
the packet is transmitted from 192.168.50.106 to 30.0.0.2. The best (longest) matching route
entry (Figure 6.9) in this case is the default route, marked with red.

When the packet arrives on the interface of a router, the router de-encapsulates the Layer 2
header and trailer. Then, it examines the destination Ipv4 address of the packet and searches
for the best match in its Ipv4 routing table. When the best match in the routing table is found,
the router forwards the packet according to the information in the route entry, encapsulating it
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in the new Layer 2 header and trailer. In our example, the best (longest) matching route entry
(Figure 6.10) is a static route, marked with red.

And the hop-by-hop forwarding process continues until the packet reaches the destination.

192.168.50.106 -> 30.0.0.2

' 20.0.0.0/8 30.0.0.0/8 .

192.168.50.0/24
" =a

— b

Sender

host R1 R2 Remote

110 Default host
-/ L ocal gateway
ﬂ hgst

Figure 6.8 Sending host transmitting to a remote host

C:\Users\Admin>route print

IPv4 Route Table

Interface Metric
.168.50. 55

Netmask
0.0.0.0

Network Destination
0.0.0.0

Gateway
192.168.50.1

127.0.0.0
127.0.0.1
127.255.255.255
192.168.50.0
192.168.50.106
192.168.50.255
224.0.0.0
224.0.0.0
255,255,255
255,255,255,

255.0.0.0
255.255.255.,255
255.255.255,255
255,255,255.0
255,255.255.255
255.255.255.255
240.0.0.0
240.0.0.0
255,255,255,
255,255,255,

On-1link
On-1link
On-1link
On-1link
On-1link
On-1link
On-1link
On-1link
On-1link
On-1link

127.0.
127.0.
127.0.
.168.50.
.168.50.
.168.50.
127.0.
.168.50.

Figure 6.9 The best matching route entry for a remote host

331
331
331
311
311
311
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Rl#show ip route
Codes: C - connected, S - static, T - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPEF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 20.0.0.0/8 is directly connected, FastEthernetl/0
S 30.0.0.0/8 [1/0] via 20.0.0.2
C 192.168.50.0/24 is directly connected, FastEthernet0/0

Figure 6.10 The best matching route entry for a remote host in R1 routing table

When a router is configured with an Ipv4 address and a subnet mask, it updates its routing table
accordingly. Additionally, a router can learn about remote networks in one of two ways:
manually and dynamically. In the first case, the remote networks are manually entered into the
routing table using static routes. In the second case, remote networks are automatically learned
using a dynamic routing protocol.

In the previous example, R1 router was manually configured with a static route to reach the
remote network address, 30.0.0.0/8, through (via) the IP address of the next hop router, 20.0.0.2
(Figure 6.11).

Remote network address

20.0.0.0/8 30.0.0.0/8

Remote
IP address of the host

|} next hop router
Local
host

Rl (config) #ip route 30.0.0.0 255.0.0.0 20.0.0.2
(

) | J
| /

Remote network address IP address of the
next hop router

Figure 6.11 Static route configuration
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2.2 Dynamic Host Configuration Protocol v4

Dynamic Host Configuration Protocol v4 (DHCPv4) assigns network configuration
information dynamically. The Ipv4 address is assigned, or leased, for a limited period of time.
When the lease expires, the client must ask for another address. Usually, the server reassigns
the same address to the client.

The DHCPv4 service can run on various devices such as a dedicated server or a router. The
DHCP process starts when the client joins a network. The client sends a DHCPDISCOVER
broadcast message to find the DHCPv4 server. The DHCPV4 server reserves an available Ipv4
address to lease to the client and sends the binding DHCPOFFER message to the client. The
client sends a DHCPREQUEST broadcast message as a binding acceptance notice. The server
replies with a DHCPACK message (Figure 6.12).

5

DHCPv4 Server DHCPDISCOVER (Broadcast) DHCPv4 Client

DHCPOFFER (Unicast/Broadcast)

DHCPREQUEST (Broadcast)

F 3

DHCPACK (Unicast)

A J

Time Time

Figure 6.12 DHCP process

The previous sequence of operations can also be observed in Wireshark (Figure 6.13) when
using the ipconfig /release and ipconfig /renew (on Windows OS) and dhclient (on Linux
OS) commands:

Adm 0 RE Q«=EF: 5 aaaqp
Time Source Desnatn  Proocal Length  Ifo
171160.925562 192.168.6.100192.168.0.1 DHCP 342DHCP Release - Transaction ID @x9a7c44e2
41117.861982 6.06.0.0 255.255.255.255 DHCP 342DHCP Discover - Transaction ID ©x31d82096
41217.866707 192.168.0.1 192.168.08.186 DHCP 590DHCP Offer - Transaction ID @x31d82@596
41317.869187 0.90.9.9 255.255.255.255 DHCP 366DHCP Request - Transaction ID ©x31d82096
42718.381342 192.168.6.1 192.168.0.100 DHCP 5960DHCP ACK - Transaction ID ©x31d82096

Figure 6.13 Wireshark capture of DHCP process

3. Practical activity
3.1 Discuss the theoretical aspects presented in this chapter.

3.2 Visualize the DHCP network packets that are delivered by your local machine. For this do
the following:
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Start a Wireshark capture

Apply the “dhcp” packet filter in the Wireshark window

Open a command prompt (terminal)

Run the following commands: ipconfig /release and ipconfig /renew (on Windows
0S) and dhclient (on Linux OS)

e Inspect the Wireshark capture which shows the DHCP sequence of operations

e In the Wireshark capture identify the broadcast address in the Layer 2 encapsulation
(Ethernet encapsulation)

3.3 Consider the network topology below (Figure 6.14):

172.16.0.0/16 172.17.0.0/16 172.18.0.0/16
. F Fa0/2

Laptop-PT - Fa0/1 RO, & a0/0 _ Fa0/1 FFa0/2 1 pr
Laptopr ‘__"—l = ‘ i
Fa0/3 gFaO,’l Fa0/0 2811 2811 DHCP : 0—-: -4 Laptop2
a
SW|t 0 Rourer0 . / Fa0/3

g Fa0/4\ Router1 o
- =

Laptop-PT -
Laptopl DNS, DHCP DNS Laptop-PT
WWW <- EXAMPLE.COM CN.COM -> WWW Laptop3
Server-PT Server-PT
ServerQ Serverl

Figure 6.14 Test network topology

Step 1: Before configuring the network devices, assign a unique IP address and the
corresponding subnet mask to each network interface and fill in the Table 6.1:

Table 6.1 IPv4 addresses and netmasks for the test network

Device Interface IP Address Subnet mask Default gateway
Laptop0 Fa e e e
Laptopl Fa e e e
Server0 Fa e e e
Router0 Fa0/0 e L -
Router0 Fa0/1 e e -
Routerl Fa0/1 . . -
Routerl Fa0/0 e e -
Laptop?2 Fa assigned by DHCP assigned by DHCP assigned by DHCP
Laptop3 Fa assigned by DHCP assigned by DHCP assigned by DHCP
Serverl Fa e e e

Note*: pay attention to the interface names of the router you are using, some routers may only have
GigabitEthernet interfaces.
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Step 2: Assign static IPv4 addresses to router interfaces

Router1>enable
Routerl#configure terminal
Routerl1(config)#interface
Routerl1(config-if)#ip address
Routerl1(config-if)#no shutdown
Router1(config-if)#exit

Step 3: Configure DHCP

The Table 6.2 contains the configuration steps and the corresponding commands to configure
the DHCP functionality on a Cisco router.

Table 6.2 DHCP functionality configuration on a Cisco router

No Operation Command Example

Router(config)#ip dhcp excluded- ip dhcp excluded-address

1| Exclude IP addresses address start_address end_address 172.18.0.1172.18.0.5

2 | Configure the pool name | Router(config)# ip dhcp pool name ip dhcp pool TestDHCP

Configure the addresses
(specifying the network | Router(dhcp-config)# network network 172.18.0.0
address and the mask to | network-number [mask|prefix-length] | 255.255.0.0

be used)

Configure the Default
4 | Router (the Gateway)
for the Clients

Router(dhcp-config)#  default-router

default-router 172.18.0.1
address

Set up the IP Domain
5 | Name System Servers
for the Clients

Router(dhcp-config)# dns-server

address [address?2 ...address5] dns-server 8.8.8.8

Visualize the DHCP
6 | pools information and Router#show ip dhcp pool show ip dhcp binding
DHCP address bindings

Step 4: Set the static routes

Step 4.1: Identify the static route needed on each router and fill in the Table 6.3:
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Table 6.3 Static routes for the test network

Device Destination network Destination mask Next hop

Router0

Routerl

Step 4.2: Configure the static routes on the Cisco routers
General syntax:
Router(config)#ip route netw_dest_address next_hop_address/interface

Example: RouterO(config)#ip route 172.18.0.0 255.255.0.0 172.17.0.2
Note*: use your own IP addresses and mask when configuring the devices, not the one provided in this example

Visualize the routing table:
Routerl#show ip route

Step 5: Test the connectivity between end devices from opposite networks.

a. ping <target IP>
b. tracert <target IP>

Optional step: Configure DHCP on Server0 also, similar with the example on Figure 6.15
(replace the IP address in the example with your IP addresses)

Physical Config Desktop Attributes Custom Interface

SERVICES DHCP
HLIE Interface FastEthernet0 - Service ® On O Off
Pool Name serverPool
DHCPv6
TFTP Default Gateway 192.168.0.1
DNS DNS Server 8.8.8.8
SYSLOG Start IP Address : 192 168 0 3
AAA Subnet Mask: 255 255 255 0
NTP Maximum number of Userq : 253
Server-PT EMAIL TFTP Server: 0.0.0.0
Server0 FTP
Add Save Remove
IoE
~ Start  _
VM Management Pool Default DNS = Subnet Max TFTP
Name Gateway Server Mask User Server
Address
serverPool 192.168.0.18.8.8.8 192.168.0.3 255.255.2... 253  0.0.0.0

O Top

Figure 6.15 DHCP configuration example
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CHAPTER 7: NETWORK LAYER - IPv6

1. Objectives

At the end of the practical activity, students will be able: to explain the characteristics of the
IPv6 protocol, to describe the dynamic IPv6 configuration, to explain the routing process, and
to implement basic IPv6 network configurations.

2. Theoretical considerations

The current practical work focuses on the Network layer of the ISO/OSI stack (Figure 7.1).

Protocol Data Unit

ISO/OSI model TCP/IP model (PDU)
Application
_ Application Data
Presentation
Session Transport Segment
Transport
mwsp  [nternet Packet
lll* Network
Data Link Network Access Frame
Physical

Figure 7.1 Network stack models and PDU naming in each level. The arrows indicate the
addressed layers in the current activity

2.1 1Pv6

IPv6 was developed by the Internet Engineering Task Force (IETF) to overcome the limitations
of IPv4.

The main limitation of IPv4 is the exhaustion of addresses because the address request is larger
than the address space provided by the 32 bits of the address. The solution for the IPv4 address
depletion is private addressing and NAT. This solution in turn creates several drawbacks such
as lack of end-to-end connectivity and increased network complexity.

IPv6 provides the following improvements:

e Increased address space based on 128 bit address;
e Improved packet handling due to the simplified header with fewer fields;
e Eliminates the need for NAT by eliminating the need for private addresses.
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The packet header is presented in Figure 7.2:

Octet 0 1 2 3

Bit [0]1]2]3]4]5]6]7]8]9[10]11[12[13[14]15]16]17[18]19]20]21]22]23]24]25]2627]28[29]30[31
0 Version Traffic class Flow label

32 Payload length | Next header | Hop limit

64
96
128
160
192
224
256
288

Source IP Address

Destination IP Address

Figure 7.2 IPv6 packet header

Version - version field, equal to 6;
Traffic class - equivalent to DiffServ — DS field;
Payload length — indicates the length of the payload of the IPv6 packet;
Next header — defines the next level protocol;
Hop limit — replaces the Time to live field in IPv4;
Source address — the 1Pv4 address of the sender of the packet;
e Destination address — the IPv4 address of the receiver of the packet;
IPv6 packet may contain extension headers, placed between IPv6 header and the payload,

providing optional network layer information. Routers do not fragment IPv6 packets.

IPv6 addresses are 128 bits in length. The preferred format for writing an IPv6 address is
X:XIXIX:X:X:X:X, With each “x” consisting of four hexadecimal values, 4 bits being represented
by a hexadecimal digit. Hextet is an unofficial term, it refers to a segment of 16 bits (4 values
in hexadecimal). Figure (Figure 7.3) shows an example of an IPv6 addresses in the preferred
format:

Type Format
Preferred 2001:0b20:0000:00d7:0000:0000:0000:0012
Figure 7.3 IPv6 address format for writing — preferred

There are two rules to reduce or compress IPv6 representation. The first rule is to omit the
zeros that are at the beginning of each hextet - leading Os (zeros) (Figure 7.4).

Type Format
Preferred 2001:0b20:0000:00d7:0000:0000:0000:0012
No leading Os 2001:b20:0:d7:0:0:0:12

Figure 7.4 IPv6 address format for writing — no leading Os

The second rule is to omit the segments (hextets) that contain all the bits 0 and replace them
with "double colon” (::). This replacement can be done only once (Figure 7.5).
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Type Format

Preferred 2001:0b20:0000:00d7:0000:0000:0000:0012
No leading Os 2001:b20:0:d7:0:0:0:12

Compressed 2001:b20:0:d7::12

or

Compressed 2001:b20::d7:0:0:0:12

Figure 7.4 IPv6 address format for writing — compressed
Types of IPv6 addresses:

e Unicast
o Uniquely identifies an interface
o The source address must be unicast
e Multicast
o Itisused to send a single IPv6 packet to multiple destinations
o IPv6 does not have a broadcast address, but there is a multicast address that
provides the same result
o Well-Known Multicast Addresses
= ff02:: 1: All IPv6 devices
= ff02 :: 2: All IPV6 routers
= ff02 :: 5: All OSPFv3 routers
= ff02 :: a: All EIGRP (IPv6) routers
e Anycast
o Any unicast address that can be assigned to multiple devices
o A packet sent to anycast address is routed to the nearest device with that address

IPv6 prefix length indicates the network portion of an IPv6 address. It is represented in slash
notation and can range from 0 to 128. The recommended IPv6 prefix length for LANS is /64.
Figure 7.5 shows an example of an IPv6 address and prefix length: 2001:b20:0:d7::12/64.

Prefix (64 bits) Interface ID (64 bits)
2001:0b20:0000:00d7 0000:0000:0000:0012
Figure 7.5 IPv6 address and prefix length example

Types of unicast addresses (Figure 7.6):

e Global Unicast Address (GUA)
o Globally unique
o Routable on the Internet
o Similar to a public IPv4 address
e Link-local Address (LLA)
o Required for every IPv6-enabled device
Created even if the device has not been assigned a global unicast address
For communication with other devices from the same local link
Allow devices to communicate only on the same link
Unique only in the local link

O O O O
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o Not routable on the Internet

o They are in the range FE80::/10

o The router's link-local address is usually used as the default gateway
e Unique Local Address (ULA)

o Local addressing within a site or between a limited number of sites

Computer Networks. Practical activities

Global Unicast

Link-local
FE80::/10

IPv6 Unicast
Addresses

Loopback
=1/128

Unspecified address
/128

Unique Local
FC00:/7-FDFF=./7

Embedded IPv4

Figure 7.6 Types of unicast addresses

Global routing prefix
o Network

Structure of the Global Unicast Addresses (GUA):

o Portion of the address assigned by the provider

o Typical /48
Subnet ID

o For subnetting in an organization

o Usually, 16 bits
Interface ID

o The equivalent of the host portion of an IPv4 address

o Usually, 64 bits

Figure 7.7 shows an example of an IPv6 global unicast address: 2001:b20:0:d7::12/64

Global Routing Prefix

Subnet ID

Interface ID

2001:0b20:0000

00d7

0000:0000:0000:0012

Figure 7.7 IPv6 global unicast address example
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2.2 Host configuration

Methods:

e Static
o Manual configuration of the IPv6 address

e Dynamic
o Stateless Address Autoconfiguration (SLAAC)
o Stateful DHCPv6

A device obtains the IPv6 addressing information dynamically, through Internet Control
Message Protocol version 6 (ICMPv6) messages. IPv6 routers periodically send out ICMPVv6
Router Advertisement (RA) messages to all IPv6-enabled devices on the network. An RA
message will also be sent in response to a host sending an ICMPv6 Router Solicitation (RS)
message, which is a request for an RA message.

The ICMPv6 RA message is a suggestion to devices on how to obtain IPv6 addressing
information. The ICMPv6 RA message includes the following:

o Network prefix and prefix length
e Default gateway address
e DNS addresses and domain name

There are three methods for RA messages:

e Method 1: SLAAC - prefix, prefix length, and default gateway address

e Method 2: SLAAC with a stateless DHCPVG6 server — partial information, the rest of the
information, such as DNS addresses, needs to be obtained from a stateless DHCPv6
server

e Method 3: Stateful DHCPv6 (no SLAAC) - default gateway address, the rest of the
information, needs to be obtained from a stateful DHCPv6 server

The decision of how a client will obtain IPv6 addressing information depends on the settings
within the RA message. An ICMPv6 RA message includes three flags to identify the dynamic
options available to a host, as follows:

e A flag - Address Autoconfiguration flag. Use Stateless Address Autoconfiguration
(SLAAC) to create an IPv6 GUA.

e O flag - Other Configuration flag. Other information is available from a stateless
DHCPVG6 server.

e M flag - Managed Address Configuration flag. Use a stateful DHCPV6 server to obtain
an IPvé GUA.
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e Method 1 — SLAAC (Figure 7.8)

1: RS Message

2: RA Message
Aflag=1
Oflag=0
M flag =0

Figure 7.8 SLAAC process

DHCPv6 Server

Method 2 - SLAAC with a stateless DHCPv6 server (Figure 7.9)

1: RS Message

2: RA Message 3: DHCPv6 Solicit
Aflag=1
Oflag=1
M flag=0

Figure 7.9 SLAAC with a stateless DHCPV6 server process

F 9

v

e Method 3 - Stateful DHCPv6 (no SLAAC) (Figure 7.10)

1: RS Message

2: RA Message 3: DHCPv6 Solicit
Aflag=0
Mflag=1

Figure 7.10 Stateful DHCPv6 process

F 3

v

Stateful DHCPv6
Server
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3. Practical activity
3.1 Discuss the theoretical aspects presented in this chapter.

3.2 Consider the network topology below (Figure 7.11):

2001:1:1:1::/64 R1 2001:1:1:2::/64 R2 2001:1:1:3::/64
Laptop 1 2960 2911 2911 pm— Laptop 2
) F20 Fao/1 _Gigdt Gigol0__ ~Gig0l __ Gig0 _ e, - -
L= e =B y s L ,Gig00 Gigort W o Fao i
2001:1:1:1Interface D/64 ) 2001:1:1:3:InterfacelD/64

Figure 7.11 Test network topology

Step 1: Before configuring the network devices, discuss the IPv6 address assignment in the
Table 7.1:

Table 7.1 IPv6 addresses for the test network

Device Interface IPv6 Address
Laptop 1 Fa0 DHCPv6
Laptop 2 Fa0 DHCPv6

R1 Gig0/0 2001:1:1:1::1/64

fe80::1 link-local
R1 Gigo/1 2001:1:1:2::1/64
R2 Gig0/1 2001:1:1:2::2/64

fe80::2 link-local

R2 Gig0/0 2001:1:1:3::1/64

Note*: pay attention to the interface names of the router you are using, some routers may only have FastEthernet
interfaces.

Step 2: Assign hostnames, enable IPv6 routing and assign static IPv6 addresses to router
interfaces.

Example:

R1>enable

R1#configure terminal
Router(config)#hostname R1
R1(config)#ipv6 unicast-routing

R1(config)# interface gigabitEthernet 0/0
R1(config-if)#ipv6 address fe80::1 link-local
R1(config-if)#ipv6 address 2001:1:1:1::1/64
R1(config-if)#no shutdown
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Use the following command to display the IPv6 addresses configured on the router:
R1#show ipv6 interface brief

Step 3: Configure a static route on each router pointed to the IPv6 address of Gig0/1 on the
other router. For R1 router specify the LLA address for the next hop and for the R2 router
specify the GUA address the next hop. Discuss the differences!

R1(config)#ipv6 route 2001:1:1:3::/64 GigabitEthernet0/1 FE80::2
R2(config)# ipv6 route 2001:1:1:1::/64 2001:1:1:2::1

Use the following command to display the IPv6 routing table:
Router#show ipv6 route
Step 4: Verify SLAAC Address Assignment (Figures 7.12 and 7.13).
¥ Laptop0 — O Py

Physical Config Desktop  Programming  Aftributes

IP Configuration

Interface FastEthernetD ~
IP Configuration

) DHCP @ Static

IPv4 Address |

Subnet Mask |

|
|
Default Gateway |D_D_D_[} |
DNS Server 10.0.0.0 |

IPv& Configuration

@ Automatic () Static Ipv6 request successful.
IPv6 Address 2001:1:1:1:201:96FF:FEG5:2302 ! |64
Link Local Address |FE80::2[}1 ‘96FF:FEG5:2302

Default Gateway FE80::1

DNS Server

802.1X

[] Use 802_1X Security

Authentication MD5

Username

Passwoaord

L] Top

Figure 7.12 IP configuration view - GUI
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C:\>ipconfig /all

FastEthernet(0 Connection: (default port)

Connection-specific DNS Suffix..:

Phy"lual Add 00C 5 (0

Link- ¢ dr : 3 0 JFF FE65:230
IPV6E Adjl'”” : : : :96FF:FEGS
IPv4 Addr : 0.0

Subnet Mas

Default Gateway

DHCP ServersS....eeeeeeassennsannas
DHCPv6 IAID

DHCPv6 Client DUID

DNS SEervVerS..uieeeasscssasananannat

Figure 7.13 IP configuration view - CLI

Step 5: Test the connectivity between end devices from opposite networks (Figure 7.14).
a. ping <target IP>
b. tracert <target IP>

C:\>ping 2001:1:1:3:2D0:BAFF:FE66:228A

Pinging 2001:1:1:3:2D0:BAFF:FE66:228A with 32 bytes of data:

[N
[N

Reply from 2001:1:1:3:2D0:BAFF:

from 2001:1: 0:BAFF:
eply from 2001:1: 0:BAFF:
Reply from 2001:1:1:3:2D0:BAFF:

time<lms
time<lms
time<lms
time<lms

N
N

[N]
0 O 0 ©

N N
[y}

Ping statistics for 2001:1:1:
Packets: = ! FPLPlVPd =4,
pproximate l:und trip times in milli-
Minimum = Oms, Maximum = Oms, Average

2001:1:1:3:2D
route to 2001:1:1: 3A over a maximum of 30 hops:
ms

ms 00 :
ms 0 ms C S 001:1:1:3: 2D

11
12

Trace complete.
Figure 7.14 Connectivity testing commands

Step 6: Replace the configured static routes with default routes and test the connectivity
between end devices from opposite networks. In IPv6, the default route is ::/0.

R1(config)#no ipv6 route 2001:1:1:3::/64 GigabitEthernet0/1 FE80::2
R2(config)#no ipv6 route 2001:1:1:1::/64 2001:1:1:2::1
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R1(config)#ipv6 route ::/0
R2(config)#ipv6 route ::/0

Step 7: Configure R1 to provide stateless DHCPv6 for Laptop 1.

R1(config)#ipv6 dhcp pool R1_NET1
R1(config-dhcpv6)#dns-server 2001:1:1:1::F
R1(config-dhcpv6)#domain-name NET1.com
R1(config-dhcpv6)#exit

R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ipv6 nd other-config-flag
R1(config-if)#ipv6 dhcp server R1_NET1

Step 8: Verify stateless DHCPv6 Address Assignment (Figures 7.15 and 7.16).

?’ Laptop0 - O =

Pheysical Config Deskiop Pragrarmming Adtributes

IF Configuration

Interface FastEthernetl ~

IP Configuration

) DHCP @ Static

IPva Address |

Subnet hMask |

Default Gateway |D.EI.EI.EI

DNS Server 0000

IPwEB Configuration

@ Automatic () Static IpwE request successful.
IPvE Address 2001:1:1:1:201:36FF.FEES:2302 { B4

Link Local Address |FEBU::201:EIEFF:FEEE:ESUE

Default Gateway FE&D:
DS Servar 2000:1:1:1:F
8021

[] Use 802.1% Security

Authentication kDS

Username

FPassword

L] Top

Figure 7.15 IP configuration view - GUI
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C:\>»ipconfig /all

FastEthernet0 Connection: (default port)

Connection-s ific DNS Suffix..: NET1l.com

Physical Add : 0001.9665.2302

Link-local IPvé Addre : FE80::201:96FF:FE65:2302

IPv6 Addr : 2001:1:1:1:201:96FF:FE€5:2302
IPv4 Add : 0.0.0.0

Subnet Ma
Default Gateway

DHCP SEerversS...ieesssscsaanssanas
DHCPvG IAID

DHCPv6 Client DUID

DNS ServVerS.:ueesesssasssssanssnnas

Figure 7.16 IP configuration view - CLI

Step 9: Configure R2 to provide stateful DHCPv6 for Laptop 2.

R2(config)#ipv6 dhcp pool R2_NET3
R2(config-dhcpv6)# address prefix 2001:1:1:3::/64
R2(config-dhcpv6)#dns-server 2001:1:1:3::A
R2(config-dhcpv6)#domain-name NET3.com
R2(config-dhcpv6)#exit

R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ipv6 nd managed-config-flag
R2(config-if)#ipv6 dhcp server R2_NET3
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Step 10: Verify stateful DHCPv6 Address Assignment (Figures 7.17 and 7.18).
¥ Laptop1 - O *

Physical  Config DesktDE Frogramming  Aftributes

IF Configuration

Interface FastEtharmetl e

IP Configuration

() DHCP ® Static

IPvd Address |

Subnet Mask |

Default Gatewsay |EI.EI.EI.EI

DNS Server 0.0.00

IPwE Configuration
@ Autornatic () Static I request successful.

IPwE Address 2001:1:1:3:COVE:A154 7884641 /B4

Link Local Address FEGD:2D0:BAFF.FEGR: 2284

Default Gatewsay FESO:1
DMS Server 2007:1:1:30:4
G021

[] Use 802.1% Security
Authentication kD5

Usemame

Password
(] Top

Figure 7.17 IP configuration view - GUI
C:\>ipconfig /all
FastEthernet0 Connection: (default port)

Connection-specific DNS Suffix..: NET3.com

Physical Addr : 00D0.BR66.228A

Link-local IPvé6 : FE80::2D0:BAFF:FE6G6: A

IPv6 Addr : 001:1:1:3:CD7E:A15A:7884:6cAF1
IPv4 Addr : 0. C

Subnet Ma : C

0
0

DHCP

DHCPv6 IAID

DHCPv6 Client DUID

DNS Serve : 2001:1:1:3::A
0.0.0.0

Figure 7.18 IP configuration view - CLI
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Step 11: Test the connectivity between end devices from opposite networks.
a. ping <target IP>

b. tracert <target IP>
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CHAPTER 8: APPLICATION LAYER: NETWORK PROGRAMMING
WITH SOCKETS

1. Objectives
Prerequisite: Use a working software environment for your preferred programming language
(Java, C#, Python, C/C++, etc.)

At the end of the activity, students will be able to write software for socket applications and
debug network applications using Wireshark.

2. Theoretical considerations
The current practical work focuses on the Transport and Application layers of the ISO/OSI
stack (Figure 8.1).

ISO/OS| model TCP/IP model Protocol Data Unit

(PDU)

m» Application
mmp| Application Data

Presentation
Session m» Transport Segment

=) Transport
Internet Packet

Network
Data Link Network Access Frame

Physical

Figure 8.1 Network stack models and PDU naming in each level. The arrows indicate the
addressed layers in the current activity

This practical activity addresses the programming side of software engineering and
communication offered through the use of network sockets in a desktop environment. Socket
programming is available in any high level programming language and sockets are transmitting
information at the Application Layer. Sockets are used in different types of applications, such
as: Client-Server, peer-2-peer systems, inter-process communication (on the same machine).

Network sockets can be constructed to use both IPv4 and IPv6 addresses. A socket is the
combination of an IP address and a port number for use in a network application. A network
application provides connectivity between different network devices. It is not possible to bind
a socket to a port that is already in use by any other application, however the same port may be
used concurrently by TCP and UDP transport layer protocols. The IP addresses identify the
network device, but the port number uniquely identifies each running application on the current
network device.
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The operations that an application can perform on a socket are the following:

e Create - Creation of a socket object

Bind - Configure the socket object to use a local pair of IP address and port
number to accept connections

Listen - Program the socket to wait for incoming connections

Accept - Accept the incoming connection

Connect - This operation is used by a client that wants to connect to a server
Send - Used to send data over the socket to the remote destination

Receive - Used to receive data which is sent from a remote location

Close - close the connection between the two sockets

2.1. Working with sockets on the local machine

e Inorder to simulate a network on the local machine, the entire available loopback range:
127.0.0.0 - 127.255.255.255 can be used. The loopback network interface is available
only on the local host and is mainly used for diagnostics and standalone network
applications. Therefore, a simulated local network can use these IP addresses for
communication. In order to test and confirm that this range can be used, a ping
command can be run from the local terminal to verify connectivity to said IP addresses
(Figure 8.2):

in milli-s
Minimun s, Maximum = @ms, Avera

Figure 8.2 Loopback addresses testing

e It is also possible to assign multiple valid IP addresses on the local interface, but this
has to be done manually by statically allocating IP addresses to the interface. In this
case, running the ipconfig command would show all the IP addresses assigned to the
same interface. See an example below (Figure 8.3):
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Figure 8.3 IP configuration view - CLI

After having assigned the IP addresses, sockets can now be created to use these IP

TCP (Transmission Control Protocol) sockets are connection oriented and represent a

reliable data transmission mechanism that allows data to be received and processed in
the same order it was transmitted.

the 127.0.0.2 address sending a payload of 14 bytes to the server.

The Figure 8.4 shows a Wireshark traffic capture on the “Adaptor for loopback traffic
capture”. The screenshot shows a client-server communication via sockets using the
loopback addresses. The applied filter is tcp.port == 1234. The server is bound to the
127.0.0.1 address and awaits connections on port number 1234 while the client binds on

M Capturing fron| Adapter for loopback traffic capture|

file Edit View Go Capture Analyze Statistics

BiG ]
tep.port == 1234

o Time

174 2.460650
1752.460735
176 2.460845
177 2.482629
1782.482670

Null/Loopback

“Data (14 bytes)
Data:
[Length: 14]

00000010
eo111e01
01111111
00000101
eo1l1l11el
00000111
@11101e0
09111010

00000000
10000000
00000000
10100000
ooe0l1110
0ooee110
©l11001e
00101001

00000000
01000000
00000000
00000100
01101110
00000000
01160001

Destination

127.
127.
127.
[la27.
127.

9.9.1
0.0.2
@renl
Ginl=)ea
0.0.2

5443502074726166666963203a29

00000000
00000000
00000010
11010010
11011000
00000000
81100110

01000101
01000000
01111111
10100110
01010000
01610100
01100110

Fratoco!

TCP
TCP
TCP
TCP
TCP

Internet Protocol Version 4, Src: 127.0.0.2, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 1440, Dst Port: 1234, Seq: 1, Ack: 1, Len:

00000000
00000110
00000000
00100110
00011000
01000011
81101001

Length  Info

52 1440
521234
441440
58 1440
441234

00000000
000000
00000000
11010000
11111111
01016000
01160011

obob

1234
1440
1234
1234
1440

Frame 177: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface \Device\NPF..

14
00110110 E--6
00000000 9-@-@
00000001

01101110 &n
11810111 =-n-P
00100000 TCP
00100000  traffic

[SYN] Seq=0 Win=6|
[SYN, ACK] 5eq=@
[ACK] Seqg=1| Ack=1]
[PSH, ACK] Seg=1
[ACK] Seg=1 Ack=1]

>

:)

Figure 8.4 Wireshark capture of TCP socket communication
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e The screenshot highlights the TCP mechanism represented by acknowledgement (ACK)
packets. The first three packet exchanges (Figure 8.4) represent the 3-way handshake
which is needed to establish the connection for any TCP connection (Figure 8.5) and
following that the packet sending the payload is visible. This handshake assures that both
hosts want to communicate and acknowledge the other host’s intention to communicate.

3-way handshake

Host 1 Host 2

SYN

T

ACK + SYN

SR

ACK

N

Figure 8.5 TCP 3-way handshake

e The Wireshark image shows a socket communication which remains open.
o Answer the following question while working on the practical activity: If the
socket connection is closed, what are the TCP flags that are set in order to close
the connection?

2.3. UDP Sockets

e In contrast with the TCP sockets, UDP (User Datagram Protocol) sockets are not
connection oriented and they do not provide reliable communication. This means they
do not guarantee that network packets are delivered to the destination. The Figure 8.6
represents a Wireshark capture (again on the “Adaptor for loopback traffic capture”) of
a UDP communication between two hosts. The applied filter is udp.port == 1234. As
can be seen, there is no handshake performed and there aren’t any ACK packets being
transmitted.

72



Computer Networks. Practical activities

A Capturing fromjAdapter for loopback traffic capture — o ®

File Edit View Go Capture Analyze Statistics Telephony Wireless JTools Help
= Qeer

m e % Qe EF S
|udp.port == 1234 ] -]+

Mo. Time s Destingtien Protocel Length  Info

417 6.356989 127.0.0.2 127.0.0.1 UDP 4649465 - 1234 Len=14

Frame 417: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface \Devic
Null/Loopback
Internet Protocol Version 4, Src: 127.0.0.2, Dst: 127.0.0.1
User Datagram Protocol, Src Port: 49465, Dst Port: 1234
~Data| (14 bytes)
Data: 5544502074726166666963203a29
[Length: 14]

00000010 ©COOOOO0 0VOODOOO 000000 01000101 0LEOOOLO 00000000 00lelele E--*
00111001 01001111 00000000 0VVOOVOO 01000000 ©VO10001 0VVVO00 BBBEBEe  S0--@
01111111 0000 PR 000010 01111111 0000000 00000000 0001

11000001 00111001 00000100 11010010 ©000EEEE 0010110 10111100 11660010 9
01010101 01000100 01010000 00100000 01110160 ©1110010 01100001 ©8lleelle  UDP traf
@1100110 21101001 01160011 00100000 00111010 eeleleel fic :)

Figure 8.6 Wireshark capture of UDP socket communication
TCP and UDP socket communications are presented in Figure 8.7 a and b.

|
) Listen

! |
! i
| I ! !
i | i 1
1< Connect | | E
! | i ReceiveFrom |
i Accept D lD i
| : 1< sendTo |
N send | | :
i | | i
| Receive ] | -:) i
: DE : E ReceiveFrom
Voo | i sendTo Di
< Send i ! |
| | | |
E Receive D e !
] I ]
i i i |
i< End | ! i
| 1 :
ED Close ED Close ED Close i Close
a. TCP socket communication b. UDP socket communication

Figure 8.7 Socket communications

1. Implementation template
e A network device can function in 3 modes:
o Server: Receiving device
o Client: Sending device
o Relay: Acting as an intermediary node in a communication and acts as both
sending and receiving device. This type of network node can be encountered in
Wireless Sensor Networks (WSN) where not all sensor nodes are in the wireless
range of the collector device, therefore some nodes need to forward the
information to the sink node (the collector node).
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e This chapter provides a template for implementing the relay communication node using
OOP concepts (the template is written in pseudocode, not in a particular programming
language). This is not the only possibility to organize the code, students can choose any
software design methodology they are comfortable with.

Relay node implementation template

class RelayNode {
public:
RelayNode(IPAddress, serverPortNr) {
m_server.listen(IPAddress, serverPortNr);
m_client.bind(IPAddress);

m_server.onReceive() => {
ByteArray receivedData = m_server.readData();
m_client.connectToHost(m_nextHoplpAddress, m_nextHopPortNr);
m_client.sendData(receivedData);
m_client.close();

}

}
void setNextHoplInformation(nextHopIPAddress, nextHopServerPortNr) {

m_nextHoplpAddress = nextHoplPAddress;
m_nextHopPortNr= nextHopServerPortNr;

}

private:
Server m_server; // server instance accepting connections
Client m_client; // client instance sending data to the next hop
IPAddress m_nextHoplpAddress; // next hop address used by the client instance
int m_nextHopPortNr; // next hop port nr used by the client instance

}

void main() {
RelayNode relay(127.0.0.1, 1234);
relay.setNextHoplInformation(127.0.0.2, 2345)

/I run application event loop

}

3. Practical activity
e Each student will be assigned one of the topologies below and the simulation scenario
has to be implemented in software
e Besides the constraints imposed by each simulation scenario, the common tasks for
each implementation are the following:
o Use a programming language of choice to implement the network simulation
o Use the loopback address range for addressing: 127.0.0.0 — 127.255.255.255
o Test the implementation using Wireshark
o Deliver the implementation (source code or link to online code versioning
repository)
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o Provide a Wireshark capture to prove the communication between different IP
addresses

o Inspect the ratio between total delivered payload against the relevant application
layer traffic / the ratio between the total packet length (headers and data)
compared to the length of data sent (use Wireshark statistics or manual packet
inspection)

o Depending on the implemented simulation, research the headers for TCP and/or
UDP protocols. Using Wireshark, identify the header elements in the captured
traffic

3.1 Ring communication

e Three computers are communicating in a single direction creating a loop (Figure 8.8)
e One of the computers initiates the communication sending the value ‘1’

e Upon receipt, each network device increments the received value and sends it to the
next device

e The communication ends when the delivered payload reaches the value ‘100’

e Implementation hints:

o Implement a single class which is instantiated 3 times with different
communication parameters (reuse the code and do not duplicate it for each
instance)

o All communication uses TCP sockets (optional)

ST
127.0.0.1

127.00.3 Q
Q 127.0.02 2

@

—

Figure 8.8 Ring communication network topology

3.2 Node selector

e There are three nodes in the topology: N1, N2, N3 (Figure 8.9)

e N1 increments a value 100 times and after every increment it sends the value to either
N2 or N3 which are selected randomly for transmission

e When N2 receives an integer value which is a multiple of 3 it will send an ACK packet
back to N1
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e When N3 receives an integer value which is a multiple of 5 it will send an ACK packet
back to N1
e Implementation hints:

o Implement a single class for N2 and N3 which is instantiated with different
communication parameters (reuse the code and do not duplicate it for each
instance)

o All communication uses UDP sockets (optional)

Node 1:127.0.0.1

st

@

A A

H 1

sending value i
sending value

ACK

[

Node 2:127.0.0.2 Node 3 :127.0.0.3

Figure 8.9 Node selector network topology

3.3 Relay nodes

e There are four nodes in the topology (Figure 8.10), Sender and three possible
destinations (D1, D2, and D3)

e The Sender node is transmitting 100 packets containing an integer number randomly to
one of the 3 possible destinations (D1, D2 or D3)

e After each packet transmission the integer number is incremented

e Every node can only send data to the next hop to which it is connected to, therefore a
packet from the Sender to D3 must pass through D1 and D2

S
2 S B >

Sender: Destination 1: Destination 2: Destination 3:
127.0.0.15 127.0.0.1 127.0.0.2 127.0.0.3

Figure 8.10 Relay nodes network topology

e Implementation hints:

o The data payload that is transmitted via the socket has to contain the target IP
address, so the payload has the following format (Figure 8.11):

Target IP address Value
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Figure 8.11 Payload format

o Every time a node receives a packet it verifies whether the received payload’s
target IP address is the same as the current node IP address. If it is identical, the
communication stops here, otherwise the data is forwarded to the next hop.

o Implement a single class for D1, D2 and D3 which is instantiated with different

communication parameters (reuse the code and do not duplicate it for each
instance)
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CHAPTER 9: ETHERNET, ARP AND NDP

1. Objectives

The objectives of this practical activity consist of understanding the structure of the Ethernet
frame and the techniques used for discovering other devices within an Ethernet based network.
Additionally, the simulation mode of the Cisco Packet Tracer tool is explored.

2. Theoretical considerations

This practical activity is concerned with Layer 2 operations performed on switches. Layer 2
refers to the Data Link Layer of the ISO/OSI model, which corresponds to the Network Access
Layer in the TCP/IP model.

Protocol Data Unit

ISO/OSI model TCP/IP model (PDU)
Application
_ Application Data
Presentation
Session Transport Segment
Transport
Internet Packet
Network
wmp  Data Link s Network Access Frame
Physical

Figure 9.1 Network stack models and PDU naming in each level. The arrows indicate the addressed
layers in the current activity

In order for a switch to forward a packet on a specific port, it maintains a switching table which
contains a correspondence between a destination MAC address and the switch’s port number.
The MAC addresses used for communication are found in the Ethernet (Layer 2) frame header
and a switch does not decapsulate the frame any further when manipulating the packet contents
(Figure 9.2). This practical activity continues with providing more details regarding Layer 2
operations.
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Application Dam Data Data Data
Transport Data Data Data ?Dziata
Internet Data Data Data fD%ta

mim | Network Access Data Data Data Data

Figure 9.2 Switching operation, showing frame serialization/deserialization
in the Network Access layer

2.1 Ethernet, Ethernet Il and IEEE 802.3

Ethernet, Ethernet Il and IEEE 802.3 are often used interchangeably as terms. Even though the
terms tend to refer to very similar standards, they are slightly different, both historically and
technically. In 1981 a consortium formed by Digital Equipment Corporation, Intel and Xerox
(abbreviated as DIX) developed the Ethernet standard (also referred to as DIX 1.0 or Ethernet
). It was replaced with DIX 2.0, much more commonly known as Ethernet 11 in 1982. In 1983,
IEEE introduced the 802.3 standard in an attempt to standardize the protocol beyond the DIX
consortium. Nowadays, Ethernet 11 is generally the more popular approach, for reasons that
will be described shortly.

There are two main differences between Ethernet 1l and IEEE 802.3. The first one is that
Ethernet 11 uses a Type (also referred to as EtherType) field, which specifies the protocol
encapsulated within the payload, whilst 802.3 uses that field for specifying payload length. The
second difference is that, in order to run 802.3 within a TCP/IP stack, some additional
information needs to be used (based on the SNAP and 802.2 format — beyond the scope of this
practical activity) and, as such, taken from the Data field. This totals to 8 bytes which 802.3
uses from the Data field, reducing this field down to a range of 38 to 1492 bytes. Historically
though, the length field has been considered not necessary and networks operate just as fine
without it — this is the reason why Ethernet 11 is the more commonly used standard. All modern
operating systems however work with both 802.3 and Ethernet II.

Note that when most engineers refer to Ethernet, they are generally referring to Ethernet Il or,
more rarely, to the IEEE 802.3 standard. This practical activity will use the term Ethernet and
Ethernet Il interchangeably, since Ethernet | is no longer used.
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2.2 Ethernet Il Frame Structure

Figure 9.3 presents the Ethernet II/IEEE 802.3 frame structure and the number of bytes
allocated for each field. The following section describes the meaning of each field within an
Ethernet frame.

Bytes 7 1 6 6 2 46-1500 4

(b) Preamble | SFD DA SA Length/Type Data FCS

Figure 9.3 Ethernet 1l / IEEE 802.3 Frame Structure

Since Ethernet defines protocols for both the Physical and the Data Link Layer parts of a
networking stack, some fields are handled by the Physical layer (Preamble and SFD), whilst
some by the Data Link Layer (other fields).

The Preamble field is a 56-bit series of alternating ‘0’ and ‘1’ bits. They are used so that the
devices involved in communication can synchronize their respective clocks and thus adjust the
sampling rate accordingly for correct reception of the frame. The concept of using a preamble
does not impose a fixed length but is rather adjusted on an individual protocol basis, even if
Ethernet uses a fixed length of 56 bits. Using more bits allows more time for the communicating
devices to synchronize but increases the overhead of communications, whilst reducing the
preamble length has opposite effects.

The Start Frame Delimiter (SFD) field is a byte used to break the bit pattern in the Preamble
and mark the start of the rest of the Ethernet frame. Specifically, it is “10101011” or 0xD5
(again, this is specifically in Ethernet; other protocols might use different SFD values). Please
consider the fact that the bits are transmitted left to right and interpreted in LSB order.

The Destination Media Access Control (MAC) Address (DA) and Source MAC Address (SA)
are identifiers which are uniquely assigned to the Network Interface Controller (NIC) of each
device. Note that a device can have multiple NICs and, therefore, multiple corresponding MAC
addresses. The role of the DA and SA will be discussed in more detail in the following sections.

The Type field is used to indicate the type of message encapsulated in the frame. Table 9.1
indicates some specific Type values.

Table 9.1 EtherType Examples

Hex Value Protocol Type
0x0000-0x05DC Length field for IEEE 802.3
0x0600 Xerox
0x0800 IPv4
0x0801 X.75
0x0806 ARP
0x86DD IPv6
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Note that due to the minimum requirement of 46 bytes used for data transmission if the length
is any less than that value the Data Link Layer adds padding bytes to the Data field. The 46
byte value is based on the CSMA/CD mechanism (presented during the lecture) and beyond
the scope of this activity. Alternatively, this field is considered to represent Length for 802.3,
when its value is less than 0x05DC.

The Data field corresponds to the payload which is encapsulated within the frame. This is
typically higher level protocol data.

The Frame Check Sequence (FCS) field is used for verifying integrity of the message. It is a
four-byte Cyclic Redundancy Check (CRC). It is a numerical value which is computed based
on all data within the frame, with the exception of the actual FCS (and, obviously, the Preamble
and SFD). On reception this value is recalculated and compared with the original FCS. If the
two values are different then the frame contains errors and is discarded.

2.3 Address Resolution Protocol

The Address Resolution Protocol (ARP) is a very important protocol in networking. As seen
during the lectures and previous activities, addressing is handled separately by OSI (or TCP/IP)
stack layers. The DLL handles MAC addressing (even though they are sometimes referred to
as physical addresses and are dependent on the NIC, the Physical layer does not generally
handle MAC addresses), the network layer handles IP addresses and the Transport layer
handles port numbers. The Transport layer is not addressed in this practical activity. In a typical
networking scenario, when a device intends to send a message to a destination, it already knows
the destination IP address from a DNS server. However, in order to correctly assemble a frame,
the DLL needs to know the MAC address, which is not handled by DNS servers and manual
handling is extremely impractical. As such, ARP provides a simple mechanism to figure out
the MAC address for a known IP address, a process known as Address Resolution.

Each device contains an internal data structure, known as an ARP cache, which stores the
mappings between IP addresses and MAC addresses on a network. ARP is used to populate
this cache. Figure 9.4 illustrates the contents of the cache through running the Windows arp -
a console command.

C:\Users\admin>arp -a

Interface: 192.168.0.103 --- 0Ox12

Internet Address Physical Address

192.168.0.1 c4-6e-11-37-70-61
192.168.0.101 9c-2e-al-ed-55-ab
192.168.0.255 ff-ff-ff-ff-ff-ff

Figure 9.4 ARP Cache
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In order to do so two ARP frames are generally needed: an ARP Request and an ARP Reply
frame. Let us consider two devices on a network: device A intends to transmit a message to
device B. The ARP algorithm is as follows:

1. Device A checks its ARP cache. If there is an entry with B’s IP address it will jump to
step 5

2. Device A broadcasts an ARP request containing the target IP. All devices receive this
broadcast since A doesn’t yet know the MAC address of B

3. If device B is on the network it will reply with an ARP response containing its own
MAC address. All other devices will silently (i.e. without sending a message announcing this)
discard the request

4. Device A will update its ARP cache

5. Device A will send the intended message as a unicast to B

ARP caches contain two types of entries: static and dynamic. Static entries are introduced by
the user and are kept permanently in the cache, unless specifically removed. Dynamic entries
are introduced by ARP and are periodically deleted. Each ARP entry can be deleted after
periods of seconds, up to several hours, depending on the network, the device type, OS features
and individual configurations. Deleting dynamic entries is an automatic process (but which can
be initiated manually) and is useful because some ARP entries might not be needed anymore.
Some examples of this situation are:

e A device changes its IP address (especially if using DHCP)

e A device is removed from the network so the entry might not be needed anymore

e A device has its NIC changed and, implicitly, its corresponding MAC address in the
network

The reason for periodically removing entries in the cache is to remove any unnecessary or
unused entries (especially since the cache is of fixed size, which might lead to certain strategies
of cyber-attacks). Only ARP messages update ARP caches, so a device will update an entry
either when receiving an ARP request, when receiving an ARP reply as part of the resolution
process or when receiving an ARP broadcast (this final scenario only updates ARP entries, it
does not add new ones — also used for avoiding overflowing the cache).

Static entries should generally be used only when a device is intended to remain in the network
for a long time (e.g. a router). With the exception of some forms of cyber-attacks, ARP does
not generate much overhead.

Other ARP use cases are: using Proxy ARP, which implies one device responding to an ARP
request on behalf of another device and using a gratuitous ARP, which implies sending an ARP
broadcast so that other hosts can update their respective entries. These use cases are beyond
the scope of this activity.
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2.4 Neighbor Discovery Protocol

Neighbor Discovery Protocol (NDP or simply ND) is a protocol used with IPv6 which has
multiple roles. It defines five ICMPv6 packet types, some of which have already been
presented. These are: Router Solicitation (RS), Router Advertisement (RA), Neighbor
Solicitation (NS), Neighbor Advertisement (NA) and Redirect packets.

NDP fulfills several roles, of which the current activity work only briefly presents MAC and
IPv6 address resolution.

In IPv6 NS and NA messages are used to replace ARP, and are, to a certain extent, equivalent
to the ARP Request and ARP Reply messages. Much like the ARP cache, IPv6 enabled devices
use an IPv6 Neighbor Table or IPv6 Neighbor Discovery Cache. There are, however, certain
optimizations with NDP.

One significant optimization is brought on by the use of multicast addresses: instead of sending
a broadcast ARP request, NDP implies sending an NS to the target device's multicast address,
which reduces network overhead.

Another optimization is brought on by using five states which describe an IPV6 ND Cache
entry:

1. Incomplete (NS has been sent and NA not yet received)

2. Reachable (NS has been sent and NA received or ND entry successfully used by upper
layer protocol)

3. Stale (Timeout interval elapsed)

4. Delay (Timeout interval elapsed but recent packet sent to target, state moving to Probe

after sending an NS)
5. Probe (NS has been sent from delay, waiting for NA)

IPv6 ND builds upon ARP but has multiple functions and is much more complex than simply
resolving MAC addresses to IP addresses.

3. Practical activity

In the following activity you will use Wireshark in order to analyze the ARP protocol. Using
the local ARP cache on the device requires administrator privileges. The current instructions
are for Windows based systems. On Unix based systems, the sudo command might be required
to manipulate the local ARP cache. The activity has two parts:

1. Working on the local device
a. Clearing the local ARP cache
b. Examining an ARP request
c. Examining an ARP reply
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2. Working in Packet Tracer
a. ARP Simulation Mode
b. NDP Simulation Mode

3.1 Working on the local device

Step 1: First you will need to open a command line or PowerShell with Administrator
privileges. To do this, right click the appropriate program and select Run as Administrator.
Enter the password when prompted. Use the ipconfig /all command and write down your IPv4
address, your appropriate MAC address and the default gateway’s IPv4 address.

Step 2: Open a Wireshark capture on the appropriate interface. In order to clear the ARP cache
you need to use the arp -d command. To view the ARP cache the arp -a command is used.
Since the ARP cache is continuously updated, in order to make sure that it is cleared you can
combine the two instructions using the & character, as follows: arp -d & arp -a (optional, if
arp -d does not work, use one of the following commands: arp -ad or netsh interface ip delete
arpcache). To make sure that the MAC address of the default gateway is reintroduced in the
cache ping the default gateway’s IPv4 address. Stop the Wireshark capture. You can use the
arp -a command again to check that the cache now contains the default gateway’s
corresponding entry.

Step 3: Use the arp filter in Wireshark in order to view only ARP frames. Select the first
broadcast message. This is an ARP request message. Notice that the type is Ethernet Il (unless
specifically using a different protocol). Expand the appropriate Ethernet 11 tab in Wireshark.
Check that the message originated from your device either using the source MAC address or
the source IP address (there might be other request messages on the network). If the first request
isn’t yours, go ahead and navigate until you find your own.

Step 4: Now that you’ve identified the correct ARP request message go ahead and analyze it
(Figure 9.5). Notice that the DA field is FF:FF:FF:FF:FF:FF. This is a broadcast address.
Observe that the type field is 0x0806 which correctly indicates an ARP frame. Note that the
addresses in your own case will be different.

4 Ethernet II, Src: IntelCor_14:1b:5d (7c:5c:f8:14:1b:5d), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

4 Destination: Broadcast (ff:ff:ff:ff:ff:Ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff)
veee 21l oLl L. L. .... = LG bit: Locally administered address (this is NOT the factory default)
....... 1 .... .ec. .eve ... = 1IG bit: Group address (multicast/broadcast)

4 Spource: IntelCor_14:1b:5d (7c:5c:f8:14:1b:5d)
Address: IntelCor 14:1b:5d (7c:5c:f8:14:1b:5d)
ceee 2uBL L. ... .... .... = LG bit: Globally unique address (factory default)
....... @ .... .... .... .... =1G bit: Individual address (unicast)

Type: ARP (8xB806)

Figure 9.5 Wireshark capture of a detailed ARP Request frame

Step 5: Let us investigate the actual ARP contents. Expand the appropriate selection, as seen
in Figure 9.6.
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4 |Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: IntelCor 14:1b:5d (7c:5¢:T8:14:1b:5d)
Sender IP address: 192.168.108.5
Target MAC address: 90:00:00 20:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.100.1

Figure 9.6 Wireshark capture of an ARP Request frame

Let us analyze each field and understand their respective purpose and meaning. Hardware type
and Protocol type refer to what types of addresses are being mapped to one another. In this case
a MAC address is mapped to a known IPv4 address (remember that this is the purpose of ARP).
The following two fields refer to the size of each address: a MAC address is 6 bytes long whilst
an IPv4 address is 4 bytes long. The Opcode is, in the case of ARP, one of two options: “1”
represents a request and “2” represents a response. The Sender MAC and IP addresses are
obviously your own (including the sender MAC in the request ensures that the reply can be
sent as unicast to the requester). What is noteworthy though is that the protocol includes the
Target MAC and Target IP addresses. A very important distinction is the use of Target instead
of Destination. Even though the destination is a broadcast, as previously seen, the target
represents the device whose MAC address is being resolved. Hence the distinction between
destination and target. The IP address is clearly the default gateway and because the target
MAC address has yet to be resolved this field is left unpopulated.

Step 6: Let us have a look at the corresponding ARP reply (Figure 9.7). First you need to find
the correct reply — it should be from the default gateway to your device. Depending on how
long the capture was running for there might be multiple requests and replies — this is due to
the ARP cache refresh rate.

4 fthernet II, Src: HuaweiTe_e5:99:36 (@4:fe:8d:e5:99:36), Dst: IntelCor_14:1b:5d (7c:5c:f8:14:1b:5d)

4 Destination: IntelCor_14:1b:5d (7c:5c:f8:14:1b:5d)
Address: IntelCor_14:1b:5d (7c:5c:f8:14:1b:5d)
cee L.BL L. L... ... .... = LG bit: Globally unique address (factory default)
....... O ... .... ... .... = 1G bit: Individual address (unicast)

4 Source: HuaweiTe_e5:99:36 (@4:fe:8d:e5:99:36)
Address: HuaweiTe_e5:99:36 (@4:fe:8d:e5:99:36)
cee. 2.BL L. L... ... .... = LG bit: Globally unigque address (factory default)
....... O .... .... ... .... = 1G bit: Individual address (unicast)

Type: ARP (©x0806)

Figure 9.7 Wireshark capture of an ARP Reply frame

It can be seen that this is a unicast message from a MAC on the network (check that it’s the
default gateway based on what you previously noted).
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Step 7: Let us investigate the contents of the actual protocol (Figure 9.8).

4 |Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPvd (Bx086@)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: HuaweiTe e£5:99:36 (04:fe:8d:e5:99:36)
Sender IP address: 192.168.100.1
Target MAC address: IntelCor 14:1b:5d (7c:5¢:18:14:1b:5d)
Target IP address: 192.168.108.5

Figure 9.8 Wireshark capture of an ARP Reply frame

Notice the Opcode is changed and that the Sender MAC address is now visible (during the
request this corresponded to the unknown Target MAC address). In conclusion, our own device
receives this reply from the default gateway and can thus populate its ARP cache with the
appropriate MAC address. Communications can continue now without exchanging any more
ARP messages, except if the entry is deleted after a timeout.

3.2 Working in Packet Tracer

a. ARP Simulation Mode
This part of the practical activity uses the Simulation mode of the Cisco Packet Tracer tool to

verify how network packets travel inside a network. This will also clarify why the first echo
request of a ping command can sometimes be an unsuccessful timeout (as probably noticed in
previous activities).

Step 1: Launch Packet Tracer, create a network topology containing only switches and
endpoint devices and navigate to the Simulation mode, as indicated by the arrow in Figure 9.9.
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® Cisco Packet Tracer - m} x
File Edit Options View Tools Extensions Window Help
EiERSO0rd a+¢1 QeeoE B=E ?
| Simulation Panel = X
Event List

Vis.  Time(sec) Last Device

o, OJ
=,
CFa2 " fopt

0002.178E.8179

Fa0/1 E;Mm
i75560-
~7 Swicht
-
-~
Fa0i2 "
g_ Fa0 Fa0it a™
a3
PepT 296024 T ey
000A.F3D0 2466 Switchd ~-
S Fat .
o> Captured to:
N - - :
S Fa02 R ] Constant Delay (5P "0 0

2960-24TT \ Fa0
Switch2 ﬂ Play Controls

Event List Filters - Visible Events

=,
PCPT
0001.C3D7 ED30

ACL Filter, ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP,
DHCPv6, DNS, DTP, EAPOL, EIGRP. EIGRPv6, FTP. H
323, HSRP, HSRPw6, HTTP, HTTPS, ICMP, ICMPv6,

IPSec, ISAKMP, 1oT, loT TCP, LACP, LLDP, Meraki, NDP.
NETFLOW, NTP, OSPF, OSPFvE, PAgP, POP3, PPP,
PPPoED, PTP, RADIUS, REP, RIP, RIPng, RTP, SCCP,
SMTP, SNMP, SSH, STP. SYSLOG, TACACS, TCP,
TFTF Telnet,

) JPLAY CONTROLS |T"|

Time: 00:20:04

sImFwelF /0 EEEE L
—
FA): B R

Automatically Choose Connection Type

Figure 9.9 PacketTracer Simulation Mode

Step 2: In the Simulation window, click on the Show All/None button to clear all filters and
then click on the Edit Filters button and select only ARP and ICMP (Figure 9.10).
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. 15. ime{sec, as evice
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Fa0rt ﬁ 0002.178E.8179
75950.24TT
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Q_ Fal Fal/l o™
1 i Fa0/3
ot 2960-24TT e, ( >
0004 F3D0 2466 Switch0 o Captured to-
~a Fa0/ Cr BEERy (no captures)

~
H_‘ Fa0/2 Play Controls

2960-24TT \.___ Fal mu m
Switch2 ﬂ I

Event List Filters - Visible Events
< | |ARP, ICMP

> Edit Filters

© Realtime (@ Simulation)

0001.C9D7 EDI0

Time: 004054 pLAY CONTROLS | |4 | »

Figure 9.10 PacketTracer Simulation Filters

Step 2: Rename the PC names with their own MAC addresses; they can be found in the PC
menu -> Config tab -> FastEthernetO interface .
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Step 3: Assign each PC an IP address from the same network (e.g. 10.0.0.1, 10.0.0.2 and
10.0.0.3, all of them /8 — feel free to use a different network/subnet).

Step 4: Open the command prompt on one of the PCs and verify that its arp cache is empty. If
it is not empty run the arp -d command to clear it.

Step 5: Ping another PC’s IP address and inspect the simulation. At this point the ARP cache
of the PC is empty so it cannot populate the entire packet (specifically it cannot populate the
Ethernet frame DA field), therefore it launches an ARP broadcast request in the network —
recall that this is the first stage of the ARP protocol. The step by step traffic analysis (Figure
9.11, Figure 9.12 and Figure 9.13) shows the path that the request takes; note that only the
target device replies to the broadcasted request and all other devices silently drop the packet.

®
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| Simulation Panel H X
Event List
J Vis.  Time(sec) LastDevice At Device Type
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= w 0000 - 000A.F3D0.2466 ICMP
Fa01 0002.178E.8179 s
potemry » 0000 - 000a F300.2466 | 1] ARP
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Fa0l2 ="
Fa0 Fa0/t =™
3 Fal/3
PCPT 2960-24TT Yawy,
Switch0 ~o
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Figure 9.11 ARP request
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Figure 9.12 ARP broadcast
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Figure 9.13 ARP reply

Step 6: The packet content can be explored by double clicking the packet in the Event List
(Figure 9.14). The same information which was discovered in the first part of the practical
activity can be seen here (information at all 7 layers of the OSI model, the same as in
Wireshark).
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Figure 9.14 Inspection of frame content in PacketTracer

Step 7: Resume the packet flow in the network and inspect the console of the PC running the
ping command. If the ARP reply takes too long to return then the first ICMP echo reply
message might not reach the PC in time, resulting in a request timeout (recall that the ping
utility uses ICMP echo requests and replies). This explains why you probably noticed in
previous Packet Tracer activities that, especially on a newly formed network, some messages
time out (Figure 9.15).

ping 10.0.0.2
Pinging 10.0.0.2 with 32
Request timed out.

21
21

timed
from 10

=]
=

Figure 9.15 Ping timeout exemplified in PacketTracer

Step 8: Use the following commands on the switch components to inspect their MAC address
tables and how they get populated when the first ARP requests/replies travel through the
network.

Switch>enable
Switch#tshow mac address-table
Switch#clear mac address-table

90



Computer Networks. Practical activities

b. NDP Simulation Mode

Using the IPv6 .pkt file which was created in a previous activity for the static routing
functionality, apply the NDP packet filter in the Edit Filters window and inspect the traffic
according to the description in the activity text. Find the RS, RA, NS and ND packets using the
Simulation mode.
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CHAPTER 10: VLANs, TRUNKING AND INTER-VLAN ROUTING

1. Objectives

At the end of the practical activity, students will be able to define and classify Virtual Local
Area Networks (VLANS), explain the purpose of trunking and inter-VLAN routing and
configure VLAN-based networks in a multi-switched environment.

2. Theoretical considerations

The current practical work focuses on the Data Link and Network layers of the ISO/OSI stack
(Figure 10.1).

Protocol Data Unit

ISO/OSI model TCP/IP model (PDU)
Application
Presentation Application Data
Session Transport Segment
Transport
wmp|  Notwork ms)  Internet Packet
mmp| Data Link mim | Network Access Frame
Physical

Figure 10.1 Network stack models and PDU naming in each level. The arrows indicate the
addressed layers in the current activity

2.1 VLANSs

A VLAN is a partition of the set of devices connected to the local network. Grouping into
VLANS can be done according to different criteria such as the role of users or the type of traffic.
This grouping can be done regardless of the physical location of the devices or users (Figure
10.2). VLANs work by logically segmenting the network into broadcast domains, with each
VLAN representing a different broadcast domain. The switch maintains a different bridging
table for each VLAN. Devices in a VLAN are restricted to communicating only with devices
in the same VLAN. Connectivity between VLANS is facilitated by routers.
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The benefits of VLANS are:

smaller broadcast domains;
reduced cost;

increased network performance;
increased scalability;

increased security;

better management.

Common types of VLANS:

Default VLAN — Also known as VLAN 1, cannot be deleted or renamed. All switch
ports are members of VLAN 1 by default;

Data VLAN — Data VLANs are commonly created for specific groups of users or
devices. They carry user generated traffic;

Voice VLAN — Voice VLAN is created because this type of traffic requires assured
bandwidth and delay less than 150 ms from source to destination;

Native VLAN — This is the VLAN that carries all untagged traffic. This is traffic that
does not originate from a VLAN port;

Management VLAN — This is a VLAN that is created to carry network management
traffic including SSH, SNMP, Syslog, and more.

2

\

s
;

W e\
e
)

VLAN 2 VLAN 3 VLAN 4 VLAN 5
SALES MARKETING HR IT
10.0.2.0/24 10.0.3.0/24 10.0.4.0/24 10.0.5.0/24
. J N\ J\ VAN J

Figure 10.2 VLANSs in a multi-switched environment
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2.2 Trunking

A trunk is a point-to-point link between two network devices that does not belong to a specific
VLAN and carries more than one VLAN. It extends VLANSs across the network and enables
devices connected to different switches, but in the same VLAN, to communicate through the
switched network.

The ports assigned to VLANS are configured in access mode and use standard Ethernet frame
headers. This header does not contain information about the VLAN to which the frame belongs.
When the frames are forwarded between switches on trunk lines, the VLAN membership
information must be transmitted with the frames. Therefore, when Ethernet frames are placed
on the trunk, the VLAN membership information is added, the frames using 802.1Q headers
instead of Ethernet headers. Adding information about VLANS is called tagging, and 802.1Q
headers also add other information to the frames beside VLAN membership.

The Figure 10.3 presents the Ethernet II/IEEE 802.3 frame structure used in ports configured
in access mode and the IEEE 802.1Q frame structure used in ports configured in trunk mode.
The following section describes the meaning of the Tag control information fields.

Bytes 7 1 6 6 2 46-1500 4
(B) | Preamble | SFD | DA | SA | Length/Type | Data | FCS |
Ethernet 11 / IEEE 802.3 Frame Structure

Bytes 7 1 6 6 4 2 46-1500 4
(B) | Preamble | SFD | DA | SA | Tag | Length/Type | Data | FCS |

Bits | Type | Pri | CcF1 | vID |
(b) 16 3 1 12
Ethernet IEEE 802.1Q Frame Structure

Figure 10.3 Ethernet II/IEEE 802.3 and IEEE 802.1Q frames
VLAN tag control information field consists of the following fields:

e Type - Tag protocol ID (TPID) value. For Ethernet, it is set to hexadecimal 0x8100.

e User priority - Supports level or service implementation.

e Canonical Format Identifier (CFI) - Enables Token Ring frames to be carried across
Ethernet links.

e VLAN ID (VID) - VLAN identification number, supports up to 4096 VLAN IDs.

In the example below (Figure 10.4), Laptopl connected to switch S2 on access port Fa0/6 in
VLAN 10 is communicating with Laptop2 connected to another switch, S3, on access port
Fa0/7 in the same VLAN, VLAN 10. The ports between the switches are configured in trunk
mode. Laptop 1 sends a packet to Laptop 2. When the packet enters switch S2 on access port
Fa0/6, the packet is encapsulated into an Ethernet II/IEEE 802.3 frame. The S2 switch forwards
the packet on the Fa0/1 trunk port encapsulating the packet into an Ethernet 802.1Q frame. The
VLAN number is set to 0x00a (VLAN 10).
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Figure 10.4 Communication in the same VLAN
2.3 Inter-VLAN routing

Layer 2 switches don’t forward traffic from one VLAN to another. The traffic between VLANs
is forwarded using Layer 3 devices, routers or Layer 3 switches, the process being called Inter-
VLAN routing. There are three options for inter-VLAN routing:

e Legacy inter-VLAN routing;

¢ Router-on-a-Stick;

e Layer 3 switching using SVIs.
The router-on-a-stick approach (see Figure 10.5) uses one of the router’s physical interfaces
for inter-VLAN routing.

e Logical subinterfaces are created on the physical interface; one subinterface per VLAN;
the subinterfaces use 802.1Q encapsulation to process VLAN tags;

e Each VLAN is assigned a different network/subnetwork address;

e Each subinterface is configured in a VLAN with an IP address from the VLAN it
represents;

e VLAN hosts are assigned IP addresses from their corresponding VLANS; each host is
configured to use as default gateway the subinterface representing its VLAN.

e When a host in a VLAN communicates with a host in a different VLAN, it sends the
packets to its own gateway, in its own VLAN; the router internally routes between the
VLANS using subinterfaces as the VLAN networks are present in the routing table as
connected; the router receives the packets on the source VLAN subinterface and
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forwards the routed traffic as VLAN-tagged for the destination VLAN out the trunk

link
<= R
L7 oam
Laptop1 A ‘ Laptop2
VLANTO Fa0/0.10:172.16.10.1/24 VLANTO
Fa0/0.20:172.16.20.1/24 172.16.10.3/24
172.16.10.2/24 _
GWW:172.16.10.1 GW:172.16.10.1
- Trunk -
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VLAN 10 VLAN 10
= Trunk
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Fa0/5 Fa0/1 2960 Fa0/1 Fa0/8
g2 93
24960 2050
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VILAN 20 Laptop3
VLAN 20
172.16.20.2/24
GW-172.16.20.1 172.16.20.3/24
N GW-172.16.20.1

Figure 10.5 Router-on-a-stick option for inter-VLAN routing
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3. Practical activity
3.1 Discuss the theoretical aspects presented in this chapter.
3.2 Consider the network topology in Figure 10.6:
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Figure 10.6 Test network topology
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GW:172.16.20.7

Step 1: Before configuring the network devices, discuss the IPv4 address assignment in the

Table 10.1:
Table 10.1 IPv4 addresses for the test network
Device | Interface IP Address Netmask Gateway
Laptop O Fa0 172.16.20.2 255.255.255.0 172.16.20.1
Laptop 1 Fa0 172.16.10.2 255.255.255.0 172.16.10.1
Laptop 2 Fa0 172.16.10.3 255.255.255.0 172.16.10.1
Laptop 3 Fa0 172.16.20.3 255.255.255.0 172.16.20.1
R1 Fa0/0.10 172.16.10.1 255.255.255.0 -
R1 Fa0/0.20 172.16.20.1 255.255.255.0 -

97



Computer Networks. Practical activities

Step 2: Specify the host names for the networking devices (router and switches)
General syntax:
Switch(config)#hostname host-name
Description: Specifies or modifies the host name
Example:

Switch(config)#hostname S2

Step 3: Create VLAN 10 and 20 on all the switches and verify vlan information
General syntax:
Switch(config)#vlan vlan_id

Description: Global configuration command that creates VLAN vlan_id
Switch(config-vlan)#name vlan_name

Description: Assigns a name to the VLAN
Example:

S2(config)#vlan 10
S2(config-vlan)#name Vlan10
S2(config-vlan)#exit
S2(config)#vlan 20
S2(config-vlan)#name Vlan20

General syntax:

Switch#show vlan
Switch#show vlan brief

Description: Displays VLANSs information (the contents of the vlan.dat file )
Step 4: Assign ports to VLANSs and verify the configuration
General syntax:
Switch(config)#interface interface_id

Description: Enters interface configuration mode
Switch(config-if)#switchport mode access

Description: Sets the port to access mode
Switch(config-if)#switchport access vlan vlan_id

Description: Assigns the port to a VLAN
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S2(config)#interface fastEthernet 0/6
S2(config-if)#switchport mode access
S2(config-if)#switchport access vlan 10
S2(config-if)#exit

S2(config)#interface fastEthernet 0/5
S2(config-if)#switchport mode access
S2(config-if)#switchport access vlan 20

General syntax:

Switch#show vlan
Switch#show vlan brief

Computer Networks. Practical activities

Description: Displays VLANSs information (the contents of the vlan.dat file)

Step 5: Set the switch ports connected to other networking devices to trunk mode and verify

the configuration
General syntax:

Switch(config)#interface interface_id

Description: Enters interface configuration mode

Switch(config-if)#switchport mode trunk

Description: Forces the link to be a trunk link

Example:

S2(config)#interface fastEthernet 0/1
S2(config-if)#switchport mode trunk

General syntax:

Switch#show interfaces trunk

Description: Displays trunking information for the switch

Step 6: Configure the hosts with the IP addressing information in the figure (IP address,
netmask and gateway) and test the connectivity between them

a. ping <target IP>
b. tracert <target IP>
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Step 7: Configure Inter-VLAN routing and test the connectivity between hosts in different
VLANS

General syntax:
Router(config)#interface interface_id

Description: Enters interface configuration mode
Router(config-if)#no shutdown

Description: Enables the interface
Router(config-if)#exit

Description: Returns to the global configuration mode
Router(config)#interface interface_id.subinterface_id

Description: Creates a subinterface on an interface
Router(config-subif)#encapsulation dot1Q vlan_id

Description: Specifies IEEE 802.1Q as the VLAN tagging method for VLAN vlan_id
on this subinterface

Router(config-subif)#ip address ip_address netmask

Description: Adds an IP address and a netmask on this subinterface
Router(config-subif)#end

Description: Returns to the privileged exec mode
Router#show ip route

Description: Displays the routing table

Example:

R1(config)#interface fastEthernet 0/0

R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface fastEthernet 0/0.10
R1(config-subif)#encapsulation dot1Q 10
R1(config-subif)#ip address 172.16.10.1 255.255.255.0
R1(config-subif)#exit

R1(config)#interface fastEthernet 0/0.20
R1(config-subif)#encapsulation dot1Q 20
R1(config-subif)#ip address 172.16.20.1 255.255.255.0
R1(config-subif)#end

R1#show ip route
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Test the connectivity using:

a. ping <target IP>
b. tracert <target IP>

Step 8: In the simulation mode, using ping command, analyze the communication between
hosts in the same VLAN and between hosts in different VLANs
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CHAPTER 11: LAYER 2 NETWORKS, SPANNING TREE PROTOCOL,
LINK AGGREGATION AND ETHERCHANNEL

1. Objectives

At the end of the lab, students will be able to explain the functions of the switches, the
Spanning-tree and EtherChannel operation, and to configure Layer 2 networks.

2. Theoretical considerations

The current practical work focuses on the Data Link layer of the ISO/OSI stack (Figure 11.1).

Protocol Data Unit

ISO/OSI model TCP/IP model (PDU)
Application
. Application Data
Presentation
Session Transport Segment
Transport
Internet Packet
Network
=) Data Link mim(Network Access Frame
Physical

Figure 11.1 Network stack models and PDU naming in each level. The arrows indicate the
addressed layers in the current activity

2.1 Switches and bridges

Switches and bridges are layer 2 devices that are used to increase available bandwidth and
reduce network congestion. Switches and bridges perform two basic operations: switching data
frames and maintaining switching operations. Switches and bridges segment the LAN creating
multiple smaller collision domains. Each port creates one segment which is a collision domain
because the switch or the bridge learns the MAC addresses of devices connected to each port,
enters this information into a switching or bridging table and forwards or blocks traffic based
on that table (Figure 11.2). Segmentation allows network congestion to be significantly reduced
within each segment. The devices within that segment share the total available bandwidth. If
the switch or the bridge does not know where to send the frame, it broadcasts the frame out to
all ports. When a reply is returned, the switch or the bridge records the new address in the
switching or bridging table. Another advantage of the switched connection is that it permits
full-duplex Ethernet which allows the transmission of a packet and the reception of a different
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packet at the same time. The disadvantage of layer 2 devices is that they forward broadcast
frames to all connected devices on the network, so all hosts connected to the switch or bridge
are still part of the same broadcast domain.

Switch#show mac—-address-table
Mac Address Table

Vlan Mac Address Type Ports
1 0000.0cdéE.28al DYNAMIC Fa0/2
1 0002.4abl.e2?29%a DYNAMIC Fa0/9
1 00d0.97a3.debb DYNAMIC Fa0/7

gy Fa0  Fa072 .
=~

MAC Address: Fa0/7 / Fa0/9 >~

0000.0CD6.28A1  Fa0 / Fa0
=

MAC Address:
I/ 0002.4AB1 E29A
=7
MAC Address:

00D0.97A3.DEB5

Figure 11.2 Switching table

Switching is classified as symmetric or asymmetric. Symmetric switching provides switched
connections between ports with the same bandwidth. Asymmetric switching provides switched
connections between ports of unlike bandwidth. Asymmetric switching enables more
bandwidth to be dedicated to the server switch port in order to prevent a bottleneck.

Switching modes are classified as store-and-forward or cut-through, each mode representing a
compromise between latency and error detection. In store-and-forward switching mode the
entire frame is received before any forwarding takes place. This switching mode increases the
transmission latency and allows more error detection. In cut-through switching mode the frame
is forwarded through the switch before the entire frame is received. At least the frame
destination address must be read before the frame can be forwarded. This switching mode
decreases the transmission latency and allows less error detection. Cut-through switching mode
has two forms: fast-forward and fragment-free. Fast-forward switching forwards the packet
after reading the destination address. This switching mode has the lowest level of latency and
error detection. Fragment-free switching forwards the packet after reading the first 64 bytes of
the frame. Because collision fragments are smaller than 64 bytes, fragment-free switching
mode filters out this type of error which also represents the majority of packet errors. This
switching mode has a higher level of latency and error detection than the fast-forward mode.

2.2 Spanning-Tree Protocol

Redundant networking topologies increase the reliability of the network by introducing

redundant links. These connections introduce physical loops into the network. Because layer 2

has no mechanism to eliminate lost frames, the frames can loop forever in a layer 2 looped
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topology causing two types of problems to appear: broadcast storm and switching or bridging
table instability. The broadcast storm is created by endlessly flooded broadcast frames too all
ports of the switches or bridges, wasting the bandwidth or making the network unusable.
Switching or bridging table instability appears when multiple copy of a frame arrive at different
ports of a switch or a bridge causing MAC entry instability in the switching or bridging table.
The IEEE 802.1d Spanning-Tree Protocol uses the spanning-tree algorithm to create loop free
shortest path logical topology in a layer 2 looped topology. The IEEE 802.1w Rapid Spanning-
Tree Protocol uses a rapid spanning-tree algorithm to perform the same function as spanning-
tree algorithm with a shorter convergence time.

Spanning-Tree Protocol uses Bridge Protocol Data Unit (BPDU) multicast layer 2 messages
which are sent by the network devices every two seconds by default. The structure of these
messages is presented in Figure 11.3.

| Root BID | RootPathCost |  SenderBID | Port ID |
Figure 11.3 BPDU message structure

The BID is an 8-byte field. The two high order bytes are the bridge or switch priority that
defaults to 32768 and the six low order bytes are the MAC address of the bridge or switch. The
BID structure is presented in Figure 11.4.

7 6 5 4 3 2 1 0

| Bridge Priority

MAC address \
Figure 11.4 BID structure

Spanning-Tree Protocol calculates the shortest path network based on cumulative link costs.
Link costs are based on the speed of the link. Some of the link costs defined by the IEEE
802.1D standard are presented in Table 11.1.

Table 11.1 Link costs defined by the IEEE 802.1D standard

Link Speed Cost
4Mbps 250
10Mbps 100
16Mbps 62
100Mbps 19
1Gbps 4
10Gbps 2

Some of the link costs defined by the IEEE 802.1w standard are presented in Table 11.2.
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Table 11.2 Link costs defined by the IEEE 802.1w standard

Link Speed Cost
10Mbps 2000000
100Mbps 200000
1Gbps 20000
10Gbps 2000
1Thps 20
10Tbps 2

The Port ID is a 2-byte field. The high order byte is the port priority that defaults to 128 and
the low order byte is the port number. The Port ID structure is presented in Figure 11.5.

1 0
| PortPriority |  Port Number |
Figure 11.5 Port ID structure

The Spanning-Tree Protocol establishes a single root node, called root bridge and constructs a
topology that has one path for reaching every network node. The resulting tree originates from
the root bridge. The bridges and switches calculate the shortest path from itself to the root
bridge. The first decision that all bridges or switches in the network make is the root bridge
identification, which is done through BPDU messages that are received by all bridges and
switches. All other decisions in the network are made regarding this root bridge. When a bridge
or switch first starts up, it assumes it is the root and sends BPDU-s containing the bridge or
switch MAC address in both the root and sender BID. If a bridge or switch receives a BPDU
with a lower root BID it sets this root BID in the BPDU-s that are sent out. The bridge or switch
with the smallest BID value will be the root bridge. Setting the bridge or switch priority to a
smaller value than the default will make the BID smaller and will influence the root bridge
identification. For each LAN segment, Spanning-Tree Protocol establishes a designated switch
as the closest one to the root bridge which handles all communication from that LAN towards
the root bridge. For each non-root bridge a root port is elected, which gives the best path to the
root bridge. So, the port with the lowest path cost to the root bridge is elected as the root port.
If multiple ports have the same path cost to the root bridge, the port with lowest Port ID is
selected as the root port. The Spanning-Tree Protocol also selects the designated ports which
are part of the shortest path tree. So, the port with the lowest path cost to the root bridge is
selected as the designated port. If more than one port in the segment has the same path cost,
the port on which the bridge or the switch has the lowest bridge or switch ID is selected as
designated port. On the root bridge, all its ports are designated ports. Redundant links that are
not part of the shortest path tree are blocked and data frames received on blocked links are
dropped.

Each port on a bridge or switch that is using the Spanning-Tree Protocol has one of the
following five states: blocking, listening, learning, forwarding and disabled. In the blocking
state ports can only receive BPDU-s, data frames are discarded and no addresses can be learned.
It may take up to 20 seconds to change from this state. Ports go from the blocking state to the
listening state. In this state, the switches or bridges determine if there are any other paths to the
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root bridge. The path that is not the least cost path to the root bridge goes back to the blocked
state. In the listening state BPDU-s are processed, user data is not being forwarded and MAC
addresses are not being learned. The listening period is called the forward delay and lasts for
15 seconds. Ports go from the listening to the learning state. In this state BPDU-s are processed,
user data is not being forwarded, but MAC addresses are learned from any traffic that is seen.
The learning state is also called the forward delay and lasts for 15 seconds. A port goes from
the learning state to the forwarding state. In this state BPDU-s are processed, user data is
forwarded and MAC addresses continue to be learned. The port can be in disabled state when
it is administratively down or fails. The time values given for each state are the default values.
These values have been calculated on an assumption that there will be a maximum of seven
switches in any branch of the spanning tree from the root bridge. When the network topology
changes, switches and bridges recompute the Spanning Tree. Convergence on a new spanning-
tree topology using the IEEE 802.1D standard can take up to 50 seconds.

2.3 EtherChannel

Link aggregation is the ability to create one logical link using multiple physical links between
two devices. EtherChannel is a form of link aggregation used in switched networks (Figure
11.6). This allows for redundancy and higher bandwidth through load sharing among the
physical links. EtherChannel creates a one-to-one relationship; that is, one EtherChannel link
connects only two devices. An EtherChannel link can be created between two switches or an
EtherChannel link can be created between an EtherChannel-enabled server and a switch.

Eagf% FaD/2
a — — (I —
SwitchD Switchl

EtherChannel

Figure 11.6 EtherChannel

EtherChannel technology was originally developed by Cisco as a LAN switch-to-switch
technique of grouping several physical ports into one logical channel. When an EtherChannel
is configured, the resulting virtual interface is called a port channel. The physical interfaces are
bundled together into a port channel interface (Figure 11.7). Most configuration tasks can be
done on the EtherChannel interface instead of on each individual port, ensuring configuration
consistency throughout the links.

EtherChannel
Fa0/2 Fa0/2
F_a%::::@:::: Fao/3gf
Switch Switch1l
Logical Port

Channel Interface

Figure 11.7 Port channel interface

EtherChannel relies on existing switch ports. There is no need to upgrade the link to a faster
and more expensive connection to have more bandwidth.
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Load balancing takes place between links that are part of the same EtherChannel. Depending
on the hardware platform, one or more load-balancing methods can be implemented. These
methods include source MAC to destination MAC load balancing, or source IP to destination
IP load balancing, across the physical links.

EtherChannel creates an aggregation that is seen as one logical link. Where there is only one
EtherChannel link, all physical links in the EtherChannel are active because STP sees only one
logical link.

EtherChannel provides redundancy because the overall link is seen as one logical connection.
Additionally, the loss of one physical link within the channel does not create a change in the
topology; therefore a spanning-tree recalculation is not required. Assuming at least one
physical link is present, the EtherChannel remains functional, even if its overall throughput
decreases because of a lost link within the EtherChannel. The spanning-tree cost is calculated
based on the number of ports assigned to the port-channel and it does not dynamically change
when links go down or are brought back up within the port-channel. Spanning-Tree Protocol
calculates the shortest path network based on cumulative link costs. Link costs are based on
the speed of the link. Some of the link costs for links defined by the IEEE 802.1D standard are
presented in Table 11.3.

Table 11.3 Link costs defined by the IEEE 802.1D standard

Link Speed Cost (Short mode — 16bit)
10Mbps 100
100Mbps 19
Two-port * 100Mbps EtherChannel
Three-port * 100Mbps EtherChannel
Four-port * 100Mbps EtherChannel
Five-port * 100Mbps EtherChannel
Six-port * 100Mbps EtherChannel
Seven-port * 100Mbps EtherChannel
Eight-port * 100Mbps EtherChannel
1Gbps
Two-port * 1Gbps EtherChannel
Three-port * 1Gbps EtherChannel
Four-port * 1Gbps EtherChannel
Five-port * 1Gbps EtherChannel
Six-port * 1Gbps EtherChannel
Seven-port * 1Gbps EtherChannel
Eight-port * 1Gbps EtherChannel
10Gbps
Two-port * 10Gbps EtherChannel

©
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Interface types cannot be mixed; they must be compatible-configured Ethernet ports. The
individual EtherChannel group member port configuration must be consistent on both devices.
If the physical ports of one side are configured as trunks, the physical ports of the other side
must also be configured as trunks within the same native VLAN. Additionally, all ports in each
EtherChannel link must be configured as Layer 2 ports. Each EtherChannel has a logical port
channel interface. A configuration applied to the port channel interface affects all physical
interfaces that are assigned to that interface. Layer 3 EtherChannels can be configured on Cisco
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Catalyst multilayer switches. A Layer 3 EtherChannel has a single IP address associated with
the logical aggregation of switch ports in the EtherChannel.

The maximum number of physical ports in an EtherChannel link depends on the switch
hardware platform and 10S version. Usually each EtherChannel can consist of up to 8
compatible-configured Ethernet ports.

The maximum number of EtherChannels supported by a switch depends on the hardware
platform and 10S version. The Cisco 10S switch can usually support 6 EtherChannels.

EtherChannel can be configured static, unconditional or it can be formed through negotiation
using one of two protocols: Port Aggregation Protocol (PAgP) or Link Aggregation Control
Protocol (LACP). These protocols allow ports with similar characteristics to form a channel
through dynamic negotiation with adjoining switches.

PAQP is a Cisco-proprietary protocol that aids in the automatic creation and management of
EtherChannel links. There are three modes for PAgP: on, desirable and auto. The on mode
forces the interface to channel without PAgP. The desirable mode places an interface in an
active negotiating state in which the interface initiates negotiations with other interfaces by
sending PAgP packets. The auto mode places an interface in a passive negotiating state in
which the interface responds to the PAgP packets that it receives, but does not initiate PAgP
negotiation. Figure 11.8 presents the channel establishment when ports of switches S1 and S2
are in the different modes for PAgP.

S1 S2 Channel Establishment
On On Yes

Auto/Desirable Desirable Yes
On/Auto/Desirable | Not Configured | No

On Desirable No

Auto/On Auto No

Figure 11.8 Channel establishment with PAgP

LACP is part of an IEEE specification (802.3ad) that allows several physical ports to be
bundled to form a single logical channel. LACP is also defined in IEEE 802.1AX standard for
local and metropolitan area networks. LACP allows a switch to negotiate an automatic bundle
by sending LACP packets to the peer. It performs a function similar to PAgP. Because LACP
is an IEEE standard, it can be used to facilitate EtherChannels in multi vendor environments.
There are three modes for LACP: on, active and passive. The on mode forces the interface to
channel without LACP. The active mode places a port in an active negotiating state in which
the port initiates negotiations with other ports by sending LACP packets. The passive mode
places a port in a passive negotiating state in which the port responds to the LACP packets that
it receives, but does not initiate LACP packet negotiation.
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Figure 11.9 presents the channel establishment when ports of switches S1 and S2 are in the
different modes for LACP.

S1 S2 Channel Establishment
On On Yes

Active/Pasive Active Yes

On/Active/Passive | Not Configured | No

On Active No

Passive/On Passive No

Figure 11.9 Channel establishment with LACP

3. Lab activity
3.1 Discuss the theoretical aspects presented in this chapter.
3.2 Switch configuration

Cisco switches and routers use a very similar command-line interface (CLI) which is used for
configuration and verification purposes.

The help command is question mark (?) which displays the list of commands available for the
current command mode, the list of commands that begin with a particular character sequence
or the list of keywords or arguments that are associated with a particular command.

Switches have several command modes. The User EXEC mode has a limited command set that
can change terminal settings, perform basic tests, or display system information. The enable
command is used to change from User EXEC mode to Privileged EXEC mode. The Privileged
EXEC mode has a larger command set that includes the User EXEC mode command set and
the configure command used to change from Privileged EXEC mode to global configuration
mode. Global configuration mode allows other command modes to be accessed, which are used
to configure the switch. The command exit is used to exit back from a command mode.

Issue show running-config command to view the current configuration file of the switch.
Enter the Privileged EXEC mode with the enable command.

Issue copy running-config startup-config command to copy the current configuration file to
back up configuration file.

In order to completely erase the switch configuration, the following steps have to be followed:

Delete the VLAN database file vlan.dat from the flash directory with the delete flash:vlan.dat
command.

Erase the backup configuration file startup-config with the erase startup-config command.
Reload the switch with the reload command.

Switch# enable

Switch# copy running-config startup-config
Switch# delete flash:vlan.dat

Switch# erase startup-config
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Switch# reload

Change from Privileged EXEC mode to global configuration mode with the configure terminal
command.

Set the switch name with the hostname host_name command.

Switch# enable
Switch# configure terminal
Switch(config)# hostname SWITCH_EXAMPLE

Configure the primary terminal line with the following commands:

Switch(config)# line console 0
Switch(config-line)# password password
Switch(config-line)# login
Switch(config-line)# exit

Configure virtual terminal with the following commands:

Switch(config)# line vty 0 4

Switch(config-line)# password secret_password

Switch(config-line)# login

Switch(config-line)# exit

[

In order to allow the switch to be accessible by TCP/IP applications, IP addresses and a default
gateway should be set. This allows switch configuration using a telnet or ssh connection.
Unlike routers, in the case of switches, IP addresses are configured on VLAN interfaces.
Configure IP address and default gateway with the following commands:

Switch(config)# interface VLAN1

Switch(config-if)# ip address ip_address netmask
Switch(config-if)# no shutdown

Switch(config-if)# exit

Switch(config)# ip default-gateway default_gateway address

3.3 Spanning Tree

Step 1: Configure the network presented in Figure 11.10. If the amber port LED in your
topology is not in the same position as in the picture, move the switches so that the amber port
LED to be as it is in the figure.

110



Computer Networks. Practical activities

* < Fao/1

S2 N
Fau,f31. S
~._ Faly/
: -
' -~ S1
Fal/3 | PRy
1 //
I -
.- "I/ Fal/?
S3

Figure 11.10 Test network topology

=

Specify the host names for the switches
2. Examine the Spanning Tree configuration
e The port LED color is green if the port is in forwarding state, while the port LED color
is amber if the port is in blocking state.
e View the Spanning Tree information on each switch, with the corresponding show
command. Examine and explain the output of the command.
General syntax:

Switch# show spanning-tree

Description: Displays Spanning Tree information

3. Answer the following questions:
Why is this topology useful and implemented in computer networks?
Which switch is the root bridge and why?

Step 2: To the previous topology connect the users to S2 and S3 switches and add the router
that connects the network to other networks like in the Figure 11.11. In this way, an extended
star topology with a backup path is obtained.
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Figure 11.11 Test network topology

Before configuring the network devices, discuss the IPv4 address assignment in the Table 11.4:

Table 11.4 IPv4 addresses for the test network

Device Interface | IP Address Netmask Gateway
Laptop H1 Fa0 10.0.0.2 255.0.0.0 10.0.0.1
Laptop H2 Fa0 10.0.0.3 255.0.0.0 10.0.0.1
Laptop H3 Fa0 10.0.0.4 255.0.0.0 10.0.0.1
Laptop H4 Fa0 10.0.0.5 255.0.0.0 10.0.0.1
R1 Gig0/1 10.0.0.1 255.0.0.0 -
1. Specify the host name for the router
2. Assign the IP information to the hosts and the router
3. Test the connectivity between the hosts and the router using the ping command
4. Analyze the network and answer the following questions:
o Which path should be the backup path (redundant link) and why?
e Which switch should be the root bridge to obtain the optimal paths in the Layer 2
network?
e What configuration should be done so that a particular switch becomes the root bridge
regardless of the MAC addresses of the switches on the network?
5. Change the root switch by changing its priority to a lower value than the default value
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General syntax:

Switch(config)# spanning-tree vlan vlan_number priority priority_number
Description: Changes the Spanning-tree priority of the switch

Consider: switch S1, vlan 1 and priority 0

6. Issue show spanning-tree command (Figure 11.12) several times to view the Spanning
Tree information on switch S1
o Pay attention to the following:
o Switch S1 becomes the root bridge
o The port in the blocking state goes to the forwarding state passing through listening
and learning states

Sl#show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 1
Address 00EO0.F7B4.DDC2
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 1 (priority 0 sys—-id-ext 1)
Address 00EO.F7B4.DDC2
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg LRN 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
Gi0/1 Desg FWD 4 128.25 P2p

Figure 11.12 Show spanning-tree command output for S1

¢ Inthe network topology, the amber port LED becomes green while a port LED between S2
and S3 switches becomes amber (Figure 11.13). The link between S1 and S2 forwards the
traffic while the link between S2 and S3 becomes the backup path, the redundant link. Issue
show spanning-tree command (Figure 11.14) to view the Spanning Tree information on the
switch having the amber port LED.
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HI1:10.0.0.2/8
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GW: 10.0.0.1 I Sng Gighl  Gighl| =z >
| e [
|

/[' S1 10.0.0.1 R1 Internet
Fal/3 »° Falf2

Fal A
Fa0/10 J/’
= Fa0p2

H3: 10.0.0.4/8
GW:10.0.0.1 £ ooy

Fal

H4:10.0.0.5/8
GW:10.0.0.1

Figure 11.13 STP changes the state of the ports

S2#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root TID Priority 1
Address 0O0EO.F7B4.DDC2
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge TID Priority 32769 (priority 32768 sys—-id-ext 1)
Address 00D0.D349.4CEC
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Root FWD 19 128.1 P2p
Fa0/3 Altn BLK 19 128.3 P2p
Fa0/10 Desg FWD 19 128.10 P2p
Fa0/11 Desg FWD 19 128.11 P2p

Figure 11.14 Show spanning-tree command output for the switch having the amber port LED
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7. Continuously test the connectivity between the host H1 and the router using the ping

command with -t option (Figure 11.15)

C:\>ping
Packet Tracer PC Ping
-v TOS

Usage: ping [-n count |

C:\>ping -t 10.0.0.1

Pinging 10.0.0.1 with 32 bytes
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Figure 11.15 Connectivity test between the host H1 and the router

8. While the ping command is testing the connectivity between the host H1 and the router,
remove the link between the S1 and the S2 switches (Figure 11.16).

E;_.a”

Fal

HI: 10.0.0.2/8 \FaDﬂD
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GW:10.0.0.1
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/ Fal/3
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H3:10.0.0.4/8 . Fa0/10 ”

GW:10001 roon SEDP
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Fa[]/ S3

H4: 10.0.0.5/8

GW: 10.0.0.1

Internet

Figure 11.16 Removing the link between S1 and S2 switches
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e Issue show spanning-tree command (Figure 11.17) several times to view the Spanning Tree
information on switch S2; pay attention to the port in the blocking state, it goes to the
forwarding state passing through listening and learning states

S2#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 1
Address 00EO.F7B4.DDC2
Cost 38
Port 3 (FastEthernet0/3)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys—-id-ext 1)
Address 00D0.D349.4CEC
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type
Fa0/3 Root LSN 19 128.3 P2p
Fa0/10 Desg FWD 19 128.10 P2p
Fa0/11 Desg FWD 19 128.11 P2p

Figure 11.17 Show spanning-tree command output for S2

e In the network topology, the amber port LED becomes green (Figure 11.18), the link
between S2 and S3 forwards the traffic.

H1:10.0.0.2/8
GW:10.0.0.1

H2: 10.0.0.3/8 I , .
GW: 10.0.0.1 | oz GigD/1 Gighl s, ‘:.
| 10.0.0.1 l
S1 e Internet
Fa0/3 | T R
Fal A ‘,/'

: Fal/10 ”
H3:10.0.0.4/8 L --‘JFau,fz

GW:10.0.0.1 Fal/l1 ==
Fal

H4:10.0.0.5/8
GW:10.0.0.1

Figure 11.18 STP changes the state of the ports
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through the redundant link (Figure 11.19)
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The Spanning-tree protocol restores connectivity between the H1 host and the router

TT
TT

time<lms
time<lms

TTL=
TTL=
TTL=

time=2"7ms
time<lms
time<lms

Figure 11.19 Connectivity test between the host H1 and the router

9.

Restore the link between the S1 and the S2 switches and observe how Spanning-tree

protocol chooses the shortest paths to the root bridge and blocks the redundant links (Figure

11.20).
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Figure 11.20 Restoring the link between S1 and S2 switches
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3.4 EtherChannel

Cable the network presented in the Figure 11.21.

ID.D.D.BQ
10.0.0.2 / Fal
LdapLopO
=-F‘aD

Fal/2 Fal/2 -

FaD,’l FEID,’B --F-EID..'JB - ‘_FaD!‘q'

!l_ Whmr—d=——— — 0 Fal/5 Fal
SwitchD Switchl -

Server( 10.0.0.4 Laptopl

Figure 11.21 Test network topology

Before configuring the network devices, discuss the IPv4 address assignment in the Table 11.5:

Table 11.5 IPv4 addresses for the test network

Device Interface IP Address Netmask
Server0 Fa0 10.0.0.2 255.0.0.0
Laptop O Fa0 10.0.0.3 255.0.0.0
Laptop 1 Fa0 10.0.0.4 255.0.0.0
1. Configure the IP addresses on the hosts.
2. Verify the connectivity between the laptops and Server0Q with the ping command.

3. Connect to the SwitchO and enter the Privileged EXEC mode. View the Spanning Tree
information with the show spanning-tree command. Examine and explain the output of this
command.

SwitchO#show spanning-tree

4. Repeat the previous step for Switchl.

5. Connect to SwitchO and specify the interfaces that compose the EtherChannel group
using the interface range interface global configuration mode command. Create the port
channel interface with the channel-group identifier mode on command in interface range
configuration mode. The identifier specifies a channel group number.
SwitchO(config)#interface range fastEthernet 0/2-3

SwitchO(config-if-range)#channel-group 1 mode on

6. Repeat the previous step for Switchl.

7. Connect to the Switch0 and enter the Privileged EXEC mode. View the running-config
file with the show running-config command. Examine and explain the output of this command.
View the Etherchannel information with the show etherchannel summary command. Examine
and explain the output of this command. View the Spanning Tree information with the show
spanning-tree command. Examine and explain the output of this command.

SwitchO#show running-config

SwitchO#show etherchannel summary

SwitchO#show spanning-tree

8. Repeat the previous step for Switchl.
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9. Connect to SwitchO and enter port channel interface configuration mode using the
interface port-channel command, followed by the interface identifier. Configure the
EtherChannel as a trunk interface using the switchport mode trunk command.
SwitchO(config)#interface port-channel 1

Switch0(config-if)#switchport mode trunk

10. Repeat the previous step for Switchl.

11.  Connect to the SwitchO and enter the Privileged EXEC mode. View the running-config
file with the show running-config command. Examine and explain the output of this command.
View the trunking information with the show interfaces trunk command. Examine and explain
the output of this command.

SwitchO#show running-config

SwitchO#show interfaces trunk

12. Repeat the previous step for Switchl.

13.  Connect to SwitchO and configure EtherChannel load balancing method using the port-
channel load-balance global configuration mode command. Select the load-distribution
method based on the destination-host MAC address of the incoming packet (dst-mac). Enter
the Privileged EXEC mode and view the EtherChannel load balancing method information
with the show etherchannel load-balance command. Examine and explain the output of this
command.

SwitchO(config)#port-channel load-balance dst-mac

Switch0O(config)#end

SwitchO#show etherchannel load-balance
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CHAPTER 12: SECURITY THREATS IN COMPUTER NETWORKS

1. Objectives

At the end of the activity, students will be able to understand and analyze common security
threats that occur in computer networks.

2. Theoretical considerations

The current practical work focuses on the Data Link, Network and Application layers of the
ISO/OSI stack (Figure 12.1).

ISO/0SI model TCP/P model Protocol Data Unit

(PDU)
mimp| Application
mmp| Application Data
Presentation
Session Transport Segment
Transport
ms)  nternet Packet
|||* Network
m=p Data Link mis | Network Access Frame
Physical

Figure 12.1 Network stack models and PDU naming in each level. The arrows indicate the
addressed layers in the current activity

2.1 Common security threats

Network security in computer networking is a very broad domain and the security attacks can
have different purposes, such as: service interruption, gaining elevated privilege for various
services, data stealing, data corruption, etc. Security threats occur at every layer of the ISO/OSI
model and networks must be secured with proper defenses against any possible attack.

The current activity demonstrates the working principles of a few security threats using the
Cisco Packet Tracer tool. In a real-life scenario, additional tools might be required to perform
these attacks, but the objective of this activity is academic only. The desired purpose is to
understand how certain attacks are implemented and what are the best ways to prevent them
from taking place.
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The main concepts that are addressed in this activity are the following:

ARP spoofing: This is the process in which a malicious device is spoofing its own MAC
address, meaning it is masking its own MAC Address with a different MAC address that
can belong to a different network device. In order to inform the other devices of the fake
MAC address, the malicious device is sending a gratuitous ARP to the other network hosts
informing them of the MAC address that resides at a specific IP Address. After each
network host receives the ARP request they will store the new pair of IP - MAC addresses
in their own ARP cache table and when they will send a packet to the particular device,
they will fill the Layer 2 header with the spoofed MAC address
Network sniffer: A network sniffer is a device that can intercept network traffic and
records it using traffic monitoring tools
Denial of Service (DoS): This is a type of attack that has the purpose to restrict access to
normal network functions
Rogue server: A rogue server does not belong to the institution (or stakeholder) that owns
the network. Such a server can offer various services and invalid information to network
devices with malicious intent
o Rogue web server: can offer web pages that look like a real website, but they are
in fact copies of a real site
o Rogue DHCP server: can offer invalid addressing, e.g. wrong default gateway for
denying other hosts access to the internet, wrong DNS server to make hosts access
invalid web server
o Rogue DNS server: can provide fake mappings between URL - IP address with the
purpose to force users to access a fake web server which apparently resides at a
valid URL
Phishing: A type of attack meant to steal information through a fraudulent message or web
site

3. Lab activity

3.1 ARP spoofing for DoS and data sniffing.

An example of ARP spoofing attack with the end goal to deny access to certain resources and
to allow data sniffing can be seen in the Figure 12.2:
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IP: 10.0.0.1/8
MAC: 0001.97B1.A601 IP: 20.0.0.1 /8

D_ Fa0 Fa0/1 ., Fa0/2 Gig0/0 zp,  Gig0/M1 Fa0

- [ — e e e e

e
PC-PT 2269;2417 2911
PCO ' [;Zojgﬂ Router0 Server-PT
IP: 10.0.0.2 /8 \ Web server
GW: 10.0.0.1 IP: 20.0.0.2 /8
GW: 20.0.0.1

IP: 10.0.0.10 /8
Initial MAC: 0060.2F18.2287
Spoofed MAC: 0001.97B1.A601

Figure 12.2 Network attack topology: ARP spoofing for DoS and data sniffing

In order to perform the attack, configure the topology in Packet Tracer, then follow the steps
described below (Table 12.1).

Table 12.1 ARP spoofing for DoS and data sniffing attack steps

A web server resides at IP address B pco - o X
20002 ACCESSing the defaUIt Web page Physical ~ Config  Deskiop  Programming  Attributes
from PCO having the IP address 10.0.0.2,

Web Browser

the Cisco Packet Tracer view will look < | = | URL |http/20.0.0.2] Go Stop
like the image on the right Cisco Packet Tracer
Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
Quick Links-
A small page
Copyrights
Image page
Image
The figure shows that the router’s Gig 0/0 | ¥ Maiicious nost - 0 X
Interface ha-s the MAC address Physical Conﬁﬁ Desktop ~ Programming  Attributes
00019781A601 GLOBAL FastEthernet0
.. . . Settings Port Status On
The malicious host can override its own Algorithm SEEgs | | gty 100 Mbps (©) 10 Mbps [ Auto

INTERFACE

H Duplex Full Duplex Auto
MAC address with that of the router cosetanen | | o powes W
Bluetoot

IP Configuration

() DHCP

(@) Static

The next step for the malicious host is t0 | [SEANgeERslc ENRRIURIPS
inform the other network devices in the
network that the MAC address of the
router actually corresponds to the IP
address of the malicious host. This can be
done by generating continuous traffic in
the network, e.g. using the ping command

Pinging 10.0.0.2 with 32 bytes of data:
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with the -t parameter

Next, the ARP cache entries on the other
network devices can be verified (on PCO
having the IP address 10.0.0.2 and on the
switch)

Viewing this information it can be seen
that the computer will add the same MAC
address when generating traffic towards
the gateway of the malicious host, but the

C:\»arp -a
Internet Address

Physical Address
0001.97b1.a601
0001.97b1.a601

Type
dynamic
dynamic

10.0.0.1
10.0.0.10

Switch#show mac-address-table
Mac Address Table

switch will as well redirect the traffic on Vlan Mac Address Type Ports
the Fa 0/3 interface which links towards = T e e
he malici h if the MA r

: gl 3 coust %St( the th C;a:jd €ss 1 0001.97bl.a601 DYNAMIC Fa0/3
aple does not change, use the #clear 1 0001.c98c.5a65 DYNAMIC Fa0/1
mac-address-table command) '

Next, when PCO, having IP address % pco =
10.0.0.2, tI’IES tO aCCess the WEb SEI’VEI’, it Physical ~ Config  Desktop  Programming  Attributes

will create packet having the correct
MAC address of the network gateway
(interface Gig 0/0 on the router), but the
switch will redirect this packet towards
the malicious host through the network
sniffer

< | > | URL |http#20.0.02 Go Stap

Request Timeout

The sniffer can also be opened and
inspect its GUI. The TCP traffic that is
generated from the computer towards the
web server can be inspected. Not much
information is seen in this Cisco Packet
Tracer example, but a real life test can
reveal multiple traffic flows being
generated from the targeted PC

® sniffer0 - O X
Physical  Config  GUI  Aftributes
—
Service @ On O off
Incoming Packats @ Portd O Portt
Buffer Size I 256
STP ~ 1CP ~
TCP U|||4||\3H|\||\15||\|H|24||\||\|_Bils
fF';"'pp SOURCE PORT:1035 DESTINATION PORT/80
TCP
TcP SEQUENCE NUMBERD
STP
Cce ACKNOWLEDGEMENT NUMBER:0
COP
TCP
sTP 0 ~rR ~ | FLAGS:0bD WINDOW:65535
Top F v|E «| ooooo1o
TCcP CHECKSUM:0x0000 URGENT POINTER:0x0000
sTP
TP h v

Clear
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After analyzing the entire sequence of steps, the ARP spoofing attack was successful with the
outcome of denying the service to the web server and eavesdropping on the traffic generated
by the computer.

Possible ways to overcome these security threats include (but are not limited to):

o Limiting the number of allowed MAC addresses per switch port
o Configuring inspection of MAC - IP address consistency

e Research other mechanisms to prevent ARP spoofing.

3.2 ARP spoofing for phishing

An example of a phishing attack from a web server can be seen in the Figure 12.3 below where
an attacker is connecting to the network with a router (with a static IP address) and a web
phishing server in the network behind the connected router:

IP- 10.0.0.1 /8 IP- 20.0.0.2 /8
MAC: 0001.9781.A601 IP: 20.0.0.1 /8 GW: 20.0.0.1
[ ) P30 POl ey Fal2 Gig0, Gig0/1
=, ‘Fa0/3 R
PCPT 2960-24 st
PCO Switch0 Router0 SenerPT
Web sener
IP: 10.0.0.2 /8
GW: 10.0.0.1

Gigo/0
P Gig0/1

IP Gig0/0: 10.0.0.10 /8 :
Initial MAC: 0001.9605.B301 (P2 ZIILOZ it
Spoofed MAC: 0001.97B1.A601 GW:20.0.0.1

Figure 12.3 Network attack topology: ARP spoofing for phishing

In order to perform the attack, configure the topology in Packet Tracer, then follow the steps
described below (Table 12.2).
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A web server resides at IP address B pco

20.0.0.2. Accessing the default web

Physical ~ Config

Desktop  Programming  Aftributes

page from PCO having the IP address
10.0.0.2, the Cisco Packet Tracer view
will look like the image on the right

\Web Browser

< > [ URL

Quick Links:
A small page
Copyrights

Image

Welcome to Cisco Packet Tracer. Opening doors to new opportunities.

http://20.0.0.2]

Go

Cisco Packet Tracer

Mind Wide Open.

The figure shows that Router0’s Gig0/0 | ® routert - oo
interface has the MAC address: Physical _Ganfig Gl Atiutes
000197BlA601 GLOBAL GigabitEthernet0/0
Settings Port Status Cn
The threat actor connects to the Arimimn S Q00 Mbps (@) 100 Mbps () 10 Mbps [7] Auta
network with a router where the MAC ——— pupex |0001HZ';§§'§Z; IFun Duplex 7] Auto
address is overridden with the MAC RIp e ﬁ - Lo
onnguration

address of RouterQ Viﬂ(;::aie IPv4 Address 100010

INTERFACE Subnet Mask 255000

The next step for the threat actor is to Routerl#p

inform the other network devices in the
network that the MAC address of
Router0 actually corresponds to
Routerl (the malicious router). This

Sending 5
timeout i

. . Reply to
can be done by generating continuous Reply to
traffic in the network, e.g. using the Reply to
ping command from the Router1’s CLI Eigg Eg
as shown in the image on the right

Routerl#p

Sending 5
is 2 seco
sSuccess r
avg/max

Routerl#

ing 10.255.255.255

Type escape sequence to abort.

; 100-byte ICMP Echos to

5 2 seconds:

10.255.255.255,

request 0 from 10.0.0.2, 0 ms
request 1 from 10.0.0.2, 0 ms
request 2 from 10.0.0.2, 0 ms
request 3 from 10.0.0.2, 0 ms
request 4 from 10.0.0.2, 0 ms
ing 10.0.0.2

Type escape sequence to abort.

; 100-byte ICMP Echos to
nds:

10.0.0.2, timeout

ate is 100 percent (5/5),

0/2/13 ms

round-trip min/
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Next, the ARP cache entries on the C:\>arp -; a , .
- s ernet adaress YS1Ca aaress ype
other network devices can be verified 0.0.1 1001 97b dynamic

(on PCO having the IP address 10.0.0.2 0.0.10 0001.97b1.a6C dynamic
and on the switch)

o o o Switch#show mac-address-table
Viewing this information it can be seen Mac Address Table

that the computer will add the same | |-———————=—=—==—————————————————————————————
MAC address when generating traffic

towards the gateway of Routerl, but Vian  Mac Address Type Forts
the switch will as well redirect the

traffic on the Fa 0/3 interface which 1 0001.97b1.a601 DYNAMIC Fa0/3
links towards Routerl (if the MAC 1 0001.c98c.5a65 DYNAMIC Fa0/1
address table does not change, use the

#clear mac-address-table command)

Next, when PCO will try to access the ® pco - 0O X
Web Serverv it WI” Create a paCket Physical Config Desktop  Programming  Attributes

having the correct MAC address of the —

network gateway (interface Gig 0/0 on < || > | URL [nitp20.0.0.2 Go Stop
RC_)UterO)’ but the switch will redirect This is a phishing server but it can be found at the same IP
this packet towards Routerl. address as the real one

After the packet reaches Routerl, the

threat actor has already set up in place
a simulated network which mimiques
the same IP addresses as in the real
network but creates a phishing website
showing different content, but which is
still accessible on the same IP address

After analyzing the entire sequence of steps, the ARP spoofing attack was successful with the
outcome of making the targeted host access a fake server that can accomplish phishing
scenarios if configured to e.g. accept credentials input.

One of the best advised ways to overcome this issue is to prevent/avoid it entirely by not
accessing unsecured websites from untrusted networks or by not introducing sensitive
credential information when present in an untrusted network.

e Research other mechanisms to prevent ARP spoofing and phishing.

3.3 Rogue DHCP and DNS servers for phishing

An example of a phishing attack which is performed with the help of a rogue DHCP and DNS
server can be seen in the Figure 12.4:
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IP: 8.0.0.2 - Real HTTP sener google.com

IP: 8.0.0.3 - Fake HTTP server google.com
PCO

Fa0/1

P Fa0/2 ;
2950T-24 Gigo/1

Switch2

I

Router0

IP: 8.8.8.8 - Simulated Google DNS server

Malicious DHCP sener which acts as DNS sener as well SenerPT
Google DNS server

Figure 12.4 Network attack topology: Rogue DHCP and DNS servers for phishing

The threat actor connects to the network with a server providing false DHCP addressing
information (the DNS server configuration being the most important addressing information in
this example). When the computers inside the network use the false DNS server to access the
IP address of a web server, they will be redirected to the phishing server instead of the real one.

Configure the topology in Packet Tracer, then follow the steps described below (Table 12.3).
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Table 12.3 Rogue DHCP and DNS servers for phishing attack steps

Initial configuration steps:

e Leave the threat actor
unconfigured (or remove its
link to the switch)

e Configure DHCP on Router0
and ensure that it provides a
valid DNS server in the
addressing information (as seen
on the right)

e Configure the simulated Google
DNS server as seen on the right

ip dhcp pool pooll

network 10.0.0.0 255.0.0.0
default-router 10.0.0.1
dns—-server 8.8.8.8

B Google DNS server — O Jd
Physical ~ Config  Serices  Desktop  Programming  Attributes
——
SERVICES DNS
HTTP
DHCP DNS Senvice @ On O of
DHCPvE

Resource Records

TFTP
DNS

Type ARecord ~

- FrELLE Address ‘ |
side ARA
NTP Add Save Remaove
EMAIL No. Name Type Detail
FTP
— 0 google.com ARecord 8.0.02
A simulated Google server resides at ®pco - o X
the server haVIng the 8002 IP Physical ~ Config  Desktop  Programming  Attributes

address. Accessing this server from
PCO, the Cisco Packet Tracer view will

VWeb Browser

< = | URL |http:/google.com Go Stop
look like the image on the right Real Google server
Connect the threat actor to the network | ¥ mreatacor - 0 X
and Configure itS DHCP Service aS Seen Physical ~ Config  Services  Desktop  Programming  Attributes
in the image on the right side. Notice SERVICES DHeP
the different DNS server which in fact e trce I < ® o Oor
corresponds to the threat actor’s static Do Pool Name [seerPoo |
IP address. — Default Gateway 10.0.0.1 |
SYSLOG DNS Server 10.0.020 | |
25 Start IP Address - [10 o | [10 |
NTP
EMALL Subnet Mask: 256 [0 |[o |
FTP Maximum Number of Users : |255 |
Lol TFTP Server: [0.0.00 |
VMRZZEg:::“ WLC Address: [0.0.00 |
Add Save Remove
Pool Defaull S“;“ Subnel Max TFTP  WLC
Name Gateway Address Mask User Server Address
senverPoal 10001 100020 100010 255000 285 0000 0000
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At some point, PCO will have to update
its addressing information by
requesting a new lease from the DHCP
server. This step can be manually
simulated as seen on the right side.

Notice how the DNS server has
changed, meaning that PCO receives
the lease from the threat actor and not
from Router0.

Investigate how this happens by using
the Simulation tool provided by Cisco | [cEASEReleles b mte Ml EaN RN

Packet Tracer.
IP AdAresSsS . i i v et e e enecerennnneat

It is obvious that the DNS server ?U?HE‘ETP’IBS]:

defe C Gateway....ooi i i it iannaat
configured on the threat actor’s server D;]U TPIVF‘; evay
will not match the “google.com” URL I

to the correct IP address, it will match | [FRSSRSIS F R R AT
the URL to the fake server’s IP address
as seen in the tOpOIogy. Running an TP AddTr eSS . v v v er e e eenesssssanees

. Subnet M
nslookup command on PCO will prove uone

this.
C:\>nslookup google.com

-: [10.0.0.20]
: 10.0.0.20

After PCO has been compromised, ¥ pco - o X
accessing the google.com web page

will redirect to the fake server showing _
a different page .

Physical ~ Config Desmue Programming  Attributes

URL |http://google.com Go Stop

This is a FAKE Google server

After analyzing the entire sequence of steps, this phishing attack was successful, and it can
trick the user into entering his credentials on a fake web page having a seemingly valid URL.

Research mechanisms to prevent rogue servers to provide false network services and
mechanisms to prevent phishing attacks.
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